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5 Merchant Administration User's Guide

CHAPTER 1

Preface

Welcome to TNS

TNS Payment Technologies Pty Ltd. ("TNS") is a global provider of payment solutions, connecting
merchants and retailers to the world's leading banks, acquirers, and processors, to enable secure,
efficient and cost-effective delivery and processing of payments. TNS' payments division provides a
wide array of pre-packaged, end-to-end managed solutions designed specifically for the payments
industry, enabling customers to focus on their core businesses.

TNS’ Payment Gateway, TNSPay Gateway, is a managed gateway service offering, enabling
merchants to authorize and settle card transactions securely, reliably and economically, while ensuring
full card data security. TNSPay Gateway is designed to meet the demanding needs of MOTO (mail
order/telephone order) merchants and web/eCommerce retailers. Today, TNSPay Gateway represents
the platform of choice for over 30,000 merchants, two global card associations, and over 70 banks
worldwide. In addition, the solution utilizes our resilient, state-of-the-art global network that transports
billions of transactions each year.

For more information on how TNS can help you with your payment processing needs, visit our website
at http://www.tnsi.com http://www.tnsi.com

Who Should Read This Guide

This guide is specifically aimed at merchants and operations personnel using Merchant Administration,
and assumes knowledge of the following:

=  Web applications

= Commercial practices

= The card processor’'s merchant operational procedures

= Transaction systems operations.

Where to Get Help

If you need assistance with the Merchant Administration, please contact TNS.

Page 5 of 126 Commercial in Confidence
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7 Merchant Administration User's Guide

CHAPTER 2

Introduction

Merchant Administration allows you to monitor and manage your electronic orders through a series of
easy to use screens.

Requirements

To use Merchant Administration, you need:

= Access to the Internet through Internet Explorer versions 6 or 7
= Your Merchant ID
= Your Operator ID and the corresponding password

Types of Merchant Profiles

Two types of merchant profiles are created for you by Transaction Network Services' registration
process:

Test merchant profile — Use this to perform test transactions against an emulator of the transaction
processing system. The test merchant profile always has TEST prefixed to the production Merchant
ID. Using the test profile is an ideal way to become familiar with Merchant Administration as it allows
you to create orders, test transactions and use other areas of the system without affecting your
production system.

Production merchant profile — Use this to perform transactions directly against the live transaction
processing system when you are satisfied with your test transactions. Be aware that funds will be
transferred from the cardholders' accounts.

About the Payment Server

The Payment Server processes merchant transaction requests in real time.

The Payment Client sends the transaction requests to the Payment Server. Transaction requests
provide the cardholder's information to the Payment Server enabling it to process the transaction. After
the transaction has been processed, the Payment Server sends a transaction response to the
Payment Client, indicating whether the transaction was successful.

Page 7 of 126 Commercial in Confidence
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8 Merchant Administration User's Guide

Managing Your Transactions with Payment Server

You can use one of two methods to manage your transactions:

= Merchant Administration — uses a browser interface to interactively perform various types of
transactions, and to perform set up activities. These functions are described in this guide.

= Advanced Merchant Administration — allows you to use the Payment Client to directly access
the Payment Server to perform all transaction-related actions integrated with a merchant’'s own
payment software interfaces. Information on how to integrate Advanced Merchant Administration
with your software application is provided in the Payment Client Integration Guide.

Note: For the purposes of this guide, a financial transaction, or sometimes just transaction, will refer to
an individually executed action, such as a capture, performed against an order. This should not be
confused with the term shopping transaction, which is sometimes used to describe the order itself.

Types of Orders

You can choose to create only an "Auth and Capture" order on this system.

Auth and Capture

Requires two transactions to debit the funds from a cardholder’s account. First, an authorization(Auth)
transaction is used to reserve the funds on the cardholder’s card, followed separately by a capture
transaction to actually debit the funds from the cardholder’s card when the goods or services have
been shipped.

The full amount of the goods or service is used to verify that the funds are available in the cardholder’s
card account. The funds are reserved until captured by you and transferred to your account.

The Auth transaction reserves the funds for a predetermined period of time as determined by the
acquirer. If the cardholder performs another transaction, the current authorization transaction is taken
into account and reduces the cardholder’s available funds as though the transaction had taken place.

Page 8 of 126 Commercial in Confidence
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Merchant Administration User's Guide 9

Purchase

The Purchase transaction effectively combines an Authorize and a Capture into one transaction. A
single transaction is used to authorize the payment and initiate the debiting of funds from a
cardholder’s credit card account. Usually the order is completed and the goods are shipped
immediately.

Auto-Capture

Auto-capture is a variant of Purchase transaction, which enables a Purchase mode merchant to use
an acquirer that only supports Auth/Capture transaction mode. The Purchase transaction submitted by
the merchant is transformed into an Authorization followed by an auto-triggered Capture.

The Transaction ID for both Authorize and Capture request will be the Transaction ID supplied by the
merchant in the original Purchase transaction.

Note: Auto-Capture may also be performed on a referred Authorization transaction, by providing the
manual authorization code.

Getting Started

Merchant Administration allows you, as an authorized Operator, to monitor and manage your
electronic orders. Authorized Operators can log in from the Login screen and use the various features
of Merchant Administration.

Authorized merchant personnel must be set up as Operators before they can log in. For more
information see Managing Operators.

Page 9 of 126 Commercial in Confidence
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10 Merchant Administration User's Guide

Logging in to Merchant Administration

To log in, from the Merchant Administration Login on page 10 page:

1 Enter your Merchant ID.
2 Enter your Operator ID.

3 Enter your Password. If you have forgotten your password, click the Forgot Password on page
11 link.

4 Click the [LOG IN] button. The Merchant Administrator Main Menu page displays.

Note: To log in to Merchant Administration for the first time after your merchant profile has been
created and approved, you must use the default account username "Administrator".

The Merchant Administration Main menu allows you to choose various options relating to transactions,
and Merchant Administration Operator records. These options are described in detail in the sections
that follow.

Note: The options that are displayed on the Merchant Administration Main menu depend on your user
privileges. For more information on user privileges, see Merchant Administration Operator Details

page

Your merchant profile is set up to allow you to first process transactions in Test mode. When you are
satisfied that testing is complete, you can request Transaction Network Services' to have Production
mode enabled so that you can process transactions in real time.

Login Field Definitions

The Merchant Administration Login screen requires the following information.

Login Field Definitions

Field Description
Merchant ID The merchant’s unique alphanumeric identifier. There is a unique
Merchant ID for each merchant account/profile.
Operator 1D The operator ID.
Password The password must be at least eight characters long and contain

at least one alphabetical character and numeric character. The
password is case sensitive.

Note: Your password should have been provided to you by your Merchant Services Organization
(MSO). If you forget your password, you can have it reset using the Forgot Password Link on the
Login screen. See Resetting a Forgotten Password on page 11.

Changing Your Password at Login

During the log in process you may be prompted to change your password. This could be because you
are logging in for the first time as the "Administrator" or your password has expired.

Note: You cannot use the Administrator Operator ID to process transactions. If you wish to process
transactions, you must log in with an Operator ID. See Creating a New Operator.

Page 10 of 126 Commercial in Confidence
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Resetting a Forgotten Password

Note: The Forgot Password link is displayed only if Password Reset functionality is supported by your
MSO.

The Forgot Password link takes you to a page where you can request a temporary password for
logging in to Merchant Administration. If you have made five or more unsuccessful log-in attempts
using an incorrect password, your password must be reset. You have two options to reset your
password:

= Use the Forgot Password link. You must have the operator privilege "Change Their Own
Password" enabled.

= Contact the Administrator for a password reset, if one more more of the following is true:
= you do not have an email address recorded against your operator profile.
= you have the "Enable Advanced Merchant Administration Features" privilege enabled.
= you have the "Perform Operator Administration” privilege enabled.
= you are the primary operator (Administrator) for the merchant profile.

= your account is locked because the "Lock Operator Account” privilege is enabled on your
profile by an operator with administration privileges. If you have successfully authenticated
then you will notified to contact the Administrator to unlock your account.

Note: For information on how an Administrator can change an Operator's password, see
Changing an Operator's Password. on page 79

How to request a temporary password

1 Enter your Merchant ID and Operator ID and click [Request Password] button.

2 The Password Reset Requested page appears notifying you that an email with a temporary
password has been sent. Click [Continue] to accept the notification and return to the Login page.

You will receive an email containing the temporary password on your registered email address.
When you log in using the temporary password you will be prompted to change the password.
Once you change the password, you will be logged out of Merchant Administration and must log in
again using the new password.

Page 11 of 126 Commercial in Confidence
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12 Merchant Administration User's Guide

Selecting Merchant Administration Menu Options

The following menu administration options are available in Merchant Administration.

Menu Option Description

Search Access orders, financial transactions, and payment authentications

Orders Create an initial order manually, or perform an address verification.

Reports Select and view reports.

Admin Create new Operators, change and delete existing Operator records
and privileges, change passwords and edit merchant configuration
details.

Translation Portal Translate screen labels.

Note: This menu is only available if the merchant profile has the
Enable Translation Portal privilege.

Logout Log out and return to the login page.
The administration options available to you depend on the features provided by Transaction Network

Services' and/or the features that you requested. The options available to you will also depend on your
Operator privileges. For more information, please refer to Privileges on page 73.

Note: You may not see all of the options described.

1 Select a menu option to display the submenu for that menu option. For example, if you click
Search, the Search home page displays and the submenu is visible on the left hand side of the

page.
2 Select an option from the submenu. The selected page displays.

Logging Out

You can log out of Merchant Administration at any stage. If you do not log out, you will be logged out
automatically after 15 minutes of inactivity.

How to Logout

1 Click the Logout link in the top right corner of the screen.

2 The login screen is displayed when you have successfully logged out.

Page 12 of 126 Commercial in Confidence
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The Home Page

The home page of Merchant Administration displays the News items for the day, Terms and
Conditions (if any), and some useful links.

If Terms and Conditions have been set, the home page first displays the online user acceptance
agreement. Read the agreement and click [Accept] to accept the agreement else click [Reject]. If you
reject the online user acceptance agreement, you will be logged out of the system.

To view the full news article click the news headline in the News section. The content of the news item
displays below the headline.

The home page works as a dashboard by providing quick access to tasks that you might need to do.
The tasks are divided into two submenus:

= Action Iltems

These are pending tasks that require some action to proceed. Currently, only items pertaining to
the Risk Management module are available for action.

For more information, see Action Items on page 93.
= Shortcuts

These are quick links to common tasks the merchant is likely to perform on a day-to-day basis.
Clicking a link takes you the relevant page from where you can decide to either proceed or cancel
the task. The currently available links are:

= Create a New Order
See The Create Order Entry Page.
= View Orders Created Today

Searches for orders with today's date and displays a list of orders that match the criteria. See
Order Search Page.

= View Transactions Processed Today

Searches for transactions with today's date and displays a list of transactions that match the
criteria. See Financial Transactions Search Page.

Page 13 of 126 Commercial in Confidence
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CHAPTER 3

Working with Orders

Merchant Administration allows you to create, process, save and review orders or lists of orders. In its
most simple form of an "order" the card holder provides their card details to a merchant, via mail order
or by telephone (including Interactive Voice Response (IVR) systems) to make immediate or later
payment for goods or services. An order can also include a range of other actions, depending on your
privileges, and the acquirer that you are authorised to use.

Note: To create orders you must have the user privilege MOTO . See Merchant Administration
Operator Details page on page 74.

Once orders are created they are available for further processing, for example, if a refund has to be
made. Existing orders can be located by order, or financial transaction details. They can also be
viewed under the View Orders option of the Orders menu.

Page 15 of 126 Commercial in Confidence
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16 Merchant Administration User's Guide

Creating an Order

Cardholders can provide card and transaction information to a merchant by a variety of means. These
include telephone, fax, email or IVR. The merchant can use this information to process an order.

Note: You may see fewer or more fields than shown in the sample pages, depending on your
privileges and the country of use. All sample pages are illustrative only, and do not necessarily
represent what you will actually see on your system.

To create an order:

1 On the main menu, click Orders > Create Order.
2 The Create Order Entry page displays.

3 There are at least three required fields on this page; Amount, Card Number, and Card Expiry.
Complete these and others as required.

4 Click the Submit button. If you selected an installment plan in the Order Entry page, an Payment
Plan Confirmation page appears, that enables you to view details and confirm the payment plan.
Click Submit.

Note: This page only appears in countries where this is a mandatory requirement.

5 The Create Order Response page displays showing whether or not the transaction has been
approved.

6 You can proceed in one of the following ways:

= Click New transaction with Current Data to return to perform another order for the same
cardholder. This will redisplay the page, enabling you to enter further orders for the same
cardholder, with the same data.

= Click the New Transaction with Default Data to create a new order. This will redisplay the
page, with all fields cleared, enabling you to enter a new order.

= Click Capture Now to capture the order.

7 The Order Details page appears, with all the details of the order as entered. You can now Capture
the full or part amount of the order.

In the Action section, enter the Capture Amount.

9 Click the [Capture] button if this is a part or full amount or click the [Complete] button if no further
amounts will be captured for this order.

10 The Order Details Response page displays showing whether or not the transaction has been
approved. It also displays the History section containing the financial transaction details of the
order.

11 In case you have wrongly entered the order as Complete (capture), you can click the
[Incomplete] button to indicate that the transaction has not been completely captured. If you
performed a capture or complete capture, a refund button appears, allowing you to perform a
refund if necessary.

12 Select any option from the menu or navigation menu to continue.

Page 16 of 126 Commercial in Confidence
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The Create Order Entry Page

Complete all mandatory fields, and others as required.

Note: You may not see all the fields listed here, depending on your privileges and the country of use.

Field

Description

Order Reference

Amount

Card Holder Name
Currency

Card Number

Card Expiry
Card Security Code

Airline Ticket Number

Address
City/Town
State/Province
Zip/Postal Code

Country

A merchant-supplied identifier for the order. This will typically be
used by the customer to identify their order (for example, a booking
reference number).

The total amount of the order in the transaction currency. For
example, AUD $100.00.

The name of the cardholder.

The currencies supported by the merchant acquirer relationships,
displayed with the currency code and the full name. Examples
include:

= AUD - Australian Dollar

= USD - US Dollar

= EUR - Euro

= GBP - UK Pound Sterling

Note: If the merchant supports only one currency across all
acquirer relationships then only the currency code and name is
displayed instead of the currency selection drop-down list.

The card number used in the order. Depending on your profile, the
format used for displaying card numbers is one of the following:

= 0.4 Format, for example (XXXXXXXXXxXx1234)
= 6.3 Format, for example (654321xxxxxxx123)
= The full card number is displayed

= The card number is not displayed

The expiry date of the card, in mm/yy format.

This is a security feature used for card not present transactions.
For example:

= on Visa and MasterCard credit cards, it is the three digit value
printed on the signature panel on the back, following the credit
card account number.

= on American Express credit cards, the number is the four digit
value printed on the front, above the credit card account
number.

Originally aimed at the airline industry, this is an optional field
where extra information about the transaction can be stored.

The street details of the cardholder's billing address.

The city or town of the cardholder's billing address.

The state or province of the cardholder's billing address.
The zip or postal code of the cardholder's billing address.

The country of the cardholder's billing address.

Page 17 of 126
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18 Merchant Administration User's Guide

Merchant Transaction Source The method by which the merchant received the order. Typical
transaction sources include:

= Call Centre

= Mail Order

= MOTO

= Telephone Order

Merchant Transaction Specifies the payment scheme used to process the order.
Frequency Depending on your configuration, the available frequencies can
include:

= Single Transaction
This indicates to the acquirer that a single payment is used to
complete the cardholders order.

= Recurring Transaction
This indicates to the acquirer that the payment is a recurring bill
payment under the card scheme rules. Recurring payments are
those originating from automated billing applications for
ongoing goods/services (for example to automatically pay a
telephone hill each month) with cardholders authorising the
merchant to automatically debit their accounts for bill or invoice
payments.

» [nstallment Transaction
This indicates to the acquirer that the payment is an installment
payment under the card scheme rules. Installment payments
are those where the cardholder authorises the merchant to
deduct multiple payments over an agreed period of time for a
single purchase.

= Default
The Payment Server will use the Default Transaction
Frequency specified in the merchant profile, for the acquirer
processing the order.
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Payment Plan Specifies the payment plan for cardholders that offer a Deferred
Payment Plan (DPP) option — an option to make payments in a
number of installments.

Depending upon the card type entered (American Express or
Bankcard) the relevant payment plans (American Express or
Banamex) will be displayed in the drop-down list. For example, for
an American Express card, the options are:

= None

= Plan N — Plan 'N'is a financial payment option available in
some countries. Plan N, allows cardholders to defer payments
for purchases from an eligible merchant into monthly
installments. The merchant determines the number of
installments and accepts the applicable charges and payment
plan conditions with American Express. The card member is
billed in installments without any interest while the merchant is
paid in the agreed payment plan less the applicable charges.
Generally there is a maximum of 24 installments.

= Plan Amex — Plan 'Amex’ or Deferred Payment Plan (DPP) is
a payment method available to cardholders in some markets.
In Plan 'Amex’, the merchant is paid in full less applicable
discount rate and the cardholder is billed in installments plus
the applicable interest rate. Plan 'Amex’ transactions in Brazil
are done as an initial inquiry followed by an authorization. This
is to satisfy statutory requirements in that country to provide
information about the amount of interest charged to the
customer

The Banamex payment plans are configured by the merchant
operator based on the cardholder's requirements. Only plans that
are enabled are displayed for selection. See Manage Payment
Plans on page 80.

Note: Banamex Payment Plans are applicable only to transactions
using Mexican Peso currency.

Payment Terms Specifies the maximum number of installments and/or deferrals for
the specified plan. The number of installments and deferrals vary
from plan to plan.

Only plans that include deferrals display the option to specify the
number of deferral months.

Note: An error is returned if the combination of currency and card type is not supported by any of the
merchant's acquirer links.
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The Create Order Response Page

Note: You may not see all the fields described here, depending on your merchant configuration and

area of operation.

The Order Response page displays the following information for an order;

= Response Details

= Risk Assessment Details

Orders - Create Order Response

0 - Approved

Response Details

Order ID

Financial Transaction ID
Date

Order Reference
Amount

Card Type

Card Number

Card Expiry
Authorisation Code
Acquirer Response Code
Response Code

RRN

Installments

Deferrals

Payment Plan

26
26
3/3/10 8:02 PM

MXN P200.00
Amex
245678501234564
05/13

ooooo02

oo

0 - Approved
006312000026

12

3

banamex2 - Pay in installments after a deferral period, with interest

New Transaction With Current Data New Transaction With Default Data

Capture Now
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Field Description
Order ID A unique number used to identify an order.
Transaction Number An automatically generated number uniquely identifying the
transaction. This identifier is unique within the merchant.
Date The user-locale date and time at which the order was created.
Order Reference A merchant-supplied identifier for the order. This will typically be

used by the customer to identify their order (for example, a booking
reference number).

Amount The total amount of the order in the transaction currency. For
example, AUD $100.00.

Card Type The card brand used for the transaction.

Card Holder Name The name of the cardholder.

Card Number The card number used in the order. Depending on your profile, the

format used for displaying card numbers is one of the following:
= 0.4 Format, for example (XXXXXXXXXxxx1234)

= 6.3 Format, for example (654321xxxxxxx123)

= The full card number is displayed

= The card number is not displayed

Card Expiry The expiry date of the card, in mm/yy format.

Authorisation Code An identifier returned by the card-issuer indicating the result of the
authorisation component of the order.

Acquirer Response Code The response code from the acquirer indicating success or
otherwise of the transaction.

Response Code A code and brief description summarizing the result of attempting

to process the order. Example response codes are:
= '0-Approved
= '3-Timed Out'

RRN The Retrieval Reference Number, which helps the Acquirer to
identify a transaction that occurred on a particular day.
Country The country of the cardholder's billing address.

Merchant Transaction Source The method by which the merchant received the order. Typical
transaction sources include:

= Call Centre

=  Mail Order

= MOTO

= Telephone Order
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Merchant Transaction
Frequency

Installments

Deferrals

Payment Plan

Specifies the payment scheme used to process the order.
Depending on your configuration, the available frequencies can
include:

Single Transaction
This indicates to the acquirer that a single payment is used to
complete the cardholders order.

Recurring Transaction

This indicates to the acquirer that the payment is a recurring bill
payment under the card scheme rules. Recurring payments are
those originating from automated billing applications for
ongoing goods/services (for example to automatically pay a
telephone hill each month) with cardholders authorising the
merchant to automatically debit their accounts for bill or invoice
payments.

Installment Transaction

This indicates to the acquirer that the payment is an installment
payment under the card scheme rules. Installment payments
are those where the cardholder authorises the merchant to
deduct multiple payments over an agreed period of time for a
single purchase.

Default

The Payment Server will use the Default Transaction
Frequency specified in the merchant profile, for the acquirer
processing the order.

The number of installments in this order. This field only displays if
the order is part of a payment plan.

The number of deferrals in this order. This field only displays if the
order is part of a payment plan, and if the payment plan supports
deferrals.

The name of the custom payment plan.

The following fields are displayed only if American Express Payment Plans are used.

Payment Amount
Final Amount
Interest Amount

The amount of the payment.
The outstanding amount of the payment plan.
The interest amount in this order.
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Creating a Capture Only Entry Order

A Capture Only order is used to capture an amount for an order which was authorised manually, or in
an external system.

Note: In order to create a Capture Only order, both the operator and the merchant must have the
Stand Alone Capture privilege enabled. This privilege is applicable to EMEA and GNS regions only.

To create a capture only entry:

1 On the Main menu, click Orders > Capture Only.

2 The Capture Only Entry page is displayed. See The Create Order Entry Page. The Capture Only
Entry page includes an additional field, Authorisation Code, which uniquely identifies the
authorisation performed outside Merchant Administration.

3 Enter the details of the order, ensuring that all mandatory fields are completed (these are indicated
with an asterisk).

4  Click the [Submit] button. The Capture Only Response page displays showing whether or not the
transaction has been approved.

5 You can proceed in one of the following ways:

= Click New transaction with Current Data to perform another capture against the same
cardholder.

= Click New Transaction with Default Data to create another capture against a new cardholder.

Note: The fields displayed on the Capture Only Entry page include all those displayed on the Create
Order Entry page, and one additional field called 'Authorisation Code'. The Authorisation Code is a
mandatory field which identifies the authorisation for the order made in an external system.

Searching for Orders

To locate an order, use the search options of Merchant Administration.

To search for an order:

1 From the Main menu, select Search > Order Search. The Merchant Administration Order Search
on page 24 page displays.

2 Enter the search parameters. If you enter multiple search parameters, the records returned will
match all the search criteria.

3 Click the [Submit] button. The Order List page on page 26 displays. The Order List page details
information for each transaction.

4  Click on an individual Transaction No. to view its details. The Order Details page displays.
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Order Search Page

Identify the orders you wish to retrieve on the Merchant Administration Order Search page, by
populating the relevant search criteria. Click the [Submit] button to start the search.

The available search fields are:

Field Description

From/To Search for orders within a date range. If you clear the From field,
all transactions up to the current date are displayed. The default
From and To Dates are at the date of the users local time zone.

Order ID Search for a specific order by its unique Order ID.
Order Reference Search for orders created with specific Order Reference text.
Card Number Search for orders made against a specific credit card.

Authorisations Pending Capture  Search for orders that have authorised amounts against them
which have not yet been captured.

Note: The orders returned will exclude outstanding
authorisations marked as complete.

Outstanding Verifications Search for orders that have credit cards verified but the order
amount is not yet captured.

Note: The orders returned will exclude outstanding verifications
marked as complete.

Acquirer ID Search for orders processed by a particular acquirer (for
example, Mastercard NAB).

Currency Search for orders processed by a particular currency or all
currencies.

Card Type Search for orders processed by a particular card type or all card
types.

Merchant Transaction Source Search for orders created using a specific facility (for example,
Telephone Order).

Transaction Success Search for orders having a specific success status (for example,
successful, failed, or referred).

Risk Recommendation Search for orders having a specific risk recommendation:

Valid values are:

= Accept — indicates that the order was processed normally.
= Review — indicates that the order was marked for review.
= Reject — indicates that the order was rejected.

= All — indicates orders with one or more of the
aforementioned risk recommendations.

Only Show Orders Where Risk Search for orders where a decision has not been taken on
Review Decision Required whether to accept or reject the order based on risk
recommendation.
This option provides merchants the flexibility to include only
those orders where risk review decision is pending; and ignore
orders where the decision has been made.

Note: This field is displayed if Risk Services privilege is enabled
for a merchant.
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Number of Results to Display on  Enter the number of rows of search results that you wish to see

Each Result Page on a single page.
Leave this field blank for the default number of search results to
be displayed.
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Viewing Orders - The Order List Page

The Order List page displays all the orders that match the criteria of the Order Search on page 24.

Field Description
Acquirer ID The unique identifier of the card-processor to which the order
was directed for processing.
Order ID A unique number used to identify an order.
Order Reference A merchant-supplied identifier for the order. This will typically be

used by the customer to identify their order (for example, a
booking reference number).

Amount The total amount of the order in the transaction currency. For
example, AUD $100.00.

Date The user-locale date and time at which the order was created.

Response Code A code and brief description summarizing the result of

attempting to process the order. Example response codes are:
= '0- Approved
= '3-Timed Out'

Status The result of the most recent action performed on the order (for
example, 'Authorised’ or 'Captured'.)
Capture A check box enabling the operator to select orders against which

funds are to be captured.

The Totals field is displayed only when all orders listed in the Order List page are for the same
currency. Three page totals are displayed, as follows:

= Authorised — total of all successful authorisations. For merchants in Purchase mode, this should
be the same as the Captured total.

= Captured — total of all successful captures. For merchants in Purchase mode, this is all
successful purchases. Subsequent void captures are not deducted from the total.

= Refunded — total of all successful refunds.

Please note that:

= Totals are calculated for successful transactions only. Authorisations, Captures or Refunds that
are declined or referred will not be added to the total.

= Voids are not included in the calculations. For example, if a Capture has been voided, the voided
amount will not be subtracted from the total captured amount.

= If the capture or refund occurs outside the bounds of the search date, but the order date falls
within the search date, the capture or refund will be included in the total.

Select an Order ID to see the details of that order. The Order Details page displays.

Use the [Select All] button if you wish to capture all the orders. Click the [Capture] button to perform
a capture on any orders that have been selected for capture in the Order List.

Note 1: These buttons display only if you have the Perform Bulk Captures privilege.

Note 2: You can bulk capture orders with Level 2 data only if your merchant profile has "Allow Level 2
Order Creation" privilege enabled.
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Viewing an Individual Order - The Order Details Page

The Order Detail page lists the following information for an order:

Order Details

Address Verification Details
Card Details

Payment Plan Details

Risk Assessment Details

= Action
= History

Order Detalls

Field

Description

Acquirer ID

Order ID
Date

Order Reference

Airline Ticket Number
Amount

Authorised Amount

Captured Amount

Refunded Amount

Authorisation Code

The unique identifier of the card-processor to which the order was
directed for processing.

Note: If an acquirer link is configured to have multiple acquirer
relationships, then the acquirer link is suffixed with the Bank
Merchant ID following a hyphen. For example, ANZ via FDRA —
12345 where "ANZ via FDRA" is the acquirer link and "12345" is
the Bank Merchant ID.

A unique number used to identify an order.

The user-locale date and time at which the order was created.

A merchant-supplied identifier for the order. This will typically be
used by the customer to identify their order (for example, a booking
reference number).

Originally aimed at the airline industry, this is an optional field
where extra information about the transaction can be stored.

The total amount of the order in the transaction currency. For
example, AUD $100.00.

The amount of the order that has been successfully authorised by
the issuer, displayed with the currency code and the currency
symbol. For example, AUD $10.00.

The amount of the order that has been successfully captured by
the merchant, displayed with the currency code and the currency
symbol. For example, AUD $10.00.

The amount of the order that has been successfully refunded by
the merchant, displayed with the currency code and the currency
symbol. For example, AUD $10.00.

An identifier returned by the card-issuer indicating the result of the
authorisation component of the order.
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Merchant Transaction Source The method by which the merchant received the order. Typical

Merchant Transaction
Frequency

Response Code

transaction sources include:

= MOTO
= Telephone Order
= Mail Order

= Voice Response

Indicates whether the transaction was a single, recurring or part of
an installment payment. Depending on your configuration the
available frequencies can include:

= Single Transaction
This indicates to the acquirer that a single payment is used to
complete the cardholders order.

= Recurring Transaction
This indicates to the acquirer that the payment is a recurring
bill payment under the card scheme rules. Recurring payments
are those originating from automated billing applications for
ongoing goods/services (for example to automatically pay a
telephone bill each month) with cardholders authorising the
merchant to automatically debit their accounts for bill or invoice
payments.

= [Installment Transaction
This indicates to the acquirer that the payment is an installment
payment under the card scheme rules. Installment payments
are those where the cardholder authorises the merchant to
deduct multiple payments over an agreed period of time for a
single purchase.

A code and brief description summarizing the result of attempting
to process the order. Example response codes are:

= '0-Approved
= '3-Timed Out'

Address Verification Detalls

Field

Description

Address
City/Town
State/Province
Zip/Postal Code

Country
AVS Result Code
Dialect AVS Result Code

Card Details

The street details of the cardholder's billing address.

The city or town of the cardholder's billing address.

The state or province of the cardholder's billing address.
The zip or postal code of the cardholder's billing address.

The country of the cardholder's billing address.
Code and description returned by the AVS server.

Code and description summarising the outcome of the address
verification attempt. For example: 'X (Exact match, 9-digit zip)".

Field

Description

Card Type

The card brand used for the transaction.
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Card Number The card number used in the order. Depending on your profile, the
format used for displaying card numbers is one of the following:

= 0.4 Format, for example (XXXXXXXxxxxx1234)
*» 6.3 Format, for example (65432 1xxxxxxx123)
= The full card number is displayed
= The card number is not displayed

Card Expiry The expiry date of the card, in mm/yy format.

Card Start Date The start date of the card, if provided.

Issue Number The issue number, if provided.

Acquirer CSC Result Code Card security code validation result code as provided from the
acquirer.

Dialect CSC Result Code Card security code validation result code in standard payment

server result format.

Payment Plan Detalls

Note: These fields are displayed only if the order is part of a payment plan.

Field Description
Number of Installments The number of installments in this order. This field only displays if
the payment plan supports installments.
Number of Deferrals The number of deferrals in this order. This field only displays if the
payment plan supports deferrals.
Payment Plan The name of the custom payment plan.

The following fields are displayed if American Express Payment Plans are used.

Number of Installments The number of payments in this order.

Interest Amount The interest amount displayed with the currency code and symbol.

Interest Rate The interest rate.

Payment Amount The amount of each payment displayed with the currency code
and symbol.

Final Amount The total amount of the order displayed with the currency code and
symbol.

Action

This section will contain only those actions that are applicable to the order.

Note: You may see none or more of the following fields.

For the steps required to use these field correctly, see Performing Actions on Orders.

Field Description
Capture Amount Enter the amount to be captured in this transaction.
Refund Amount Enter the amount to be refunded to the cardholder.
History
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Field Description

Response Code A code and brief description summarizing the result of attempting
to process the order. Example response codes are:

= '0- Approved
= '3-Timed Out'

Date The user-locale date and time at which the order was created.
Transaction Type The type of transaction performed. An example may be:
= Authorisation
=  Capture
= Refund.
Amount The total amount of the order in the transaction currency. For
example, AUD $100.00.
Operator ID The identifier of the merchant operator that performed the action.
Transaction ID A merchant generated unique identifier for the financial transaction

(or system generated if one is not provided). This identifier is
unigue within the order.

Merchant Transaction A uniqgue merchant specific identifier used in Payment Client
Reference transactions.
Transaction Source Indicates the integration facility used to generate the transaction.

Typical transaction sources include:

= PC — the transaction source is Payment Client.

=  MOTO — the transaction source is Merchant Administration.
= Direct — the transaction source is Web Services API.

= Batch — the transaction source is Batch.

= Auto (Risk) — the transaction source is risk assessment. For
example, an order on which a financial transaction is
performed is rejected due to risk assessment it is automatically
attempted for a reversal by the system.

= Auto — the transaction source is system. Auto indicates that
the system initiated the transaction automatically. For
example, an automatically-triggered Capture transaction when
a Purchase transaction is submitted by a merchant for a
processor that only supports Auth/Capture.

= Risk Override — the transaction source is a request to
override a Reject risk recommendation for a transaction that
has been assessed by external risk.
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Risk Assessment Details

The Order Response and Order Details screens display the risk assessment details for an order,
which include the recommended risk decision and details about the decision. The result of the
individual risk rules that resulted in the risk recommendation are displayed under Risk Rules.

Note: The Risk Assessment Details for an order are displayed only if May Use Risk Management

privilege is enabled for a merchant.

The screen shot below shows risk assessment details for an order that was assessed using internal

risk only.

Risk Assessment Details

Risk Recommendation Revizw
Risk Review Resolution Rejected
Order Reversal Status (o] .4
Risk Rules
Rule Result Details
Merchant BIN Range Review 525895
Suspeact Card List V) Mo Action
Trusted Card List ] Mo Action
M5 BIM Range V) Mo Action 59235895

Source
Merchant Rules
Merchant Rules
Merchant Rules
M5O Rules
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Field Description

Risk Recommendation This field indicates the final action taken on the order based on the
risk assessment performed.
Possible values are:

= Accept — indicates that the order was processed normally.

= Not Checked — indicates that the order was processed by
bypassing risk assessment using the Bypass Risk
Management option. It also implies a condition where neither
MSO nor merchant risk rules are configured in the system.

= Review — indicates that the order was marked for review.
= Reject — indicates that the order was rejected.

= System Reject — indicates that the order was rejected at the
system (MSO) level.

For more information, see Implications of Risk Recommendation.

Risk Review Resolution The decision made by the merchant operator in response to an
order receiving a risk review decision of Review. This field is
displayed only when Risk Recommendation is set to Review.
Valid values are:

= Accepted — indicates that the order can be processed
normally.

= Rejected — indicates that the order was rejected and cannot
proceed.

= Decision Required — indicates that the risk review decision is
yet to be made.

= No Decision Required — indicates that the risk review decision
is not required because the transaction failed. For example,
declined by acquirer after risk assessment is performed.

Order Reversal Status This field indicates the result of an order reversal for each

authorization or purchase that occurred due to risk assessment.

This field is displayed only for orders that were rejected due to risk
assessment after the financial transaction was initiated/performed;
or orders cancelled during a review decision. Rejected/cancelled
orders are automatically attempted for a reversal by the system.

Possible values are:
=  OK—indicates that the order was reversed successfully.

= FAILED — indicates that the attempt to reverse the order
failed.

= Not Supported — indicates that the acquirer does not support
reversal of the required transaction so the reversal failed.

= Manual Override — indicates that a Reject risk
recommendation for a transaction that was assessed by
external risk has been manually overridden.

Currently, CSC/AVS rules are the only rules, which by default are
processed after the financial transaction. To allow these rules to be
processed before the financial transaction, you must have the
merchant privilege "Perform Verification Only for AVS/CSC Risk
Assessment” enabled.

Verification Only allows the system to verify cardholder information
without performing a financial transaction.
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Internal Risk Only

This section describes the implications of risk recommendation when only internal risk is enabled. The
possible values for risk recommendation are:

Accept

Not Checked
Reject

System Reject
Review

When Risk Recommendation is Set to Accept

A risk recommendation of "Accept" is displayed in the Order Details screen if the risk rules have been
configured to process the order normally (No Action) or configured to the "Always Accept" action.

Risk Assessment Details

Risk Recommendation Ffuccept

Risk Rules

Rule Result Details Source
Trusted Card List & Mo Action Merchant Rules
Suspect Card List e Mo Action Merchant Rules
Merchant BIN Range L Mo Action 512345 Merchant Rules
M52 BIM Range u Mo Action 5123245 M5O Rules
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Use Cases
Case A: 3DS Rule with Clash Rule Configuration
Let's say the cardholder who initiated the transaction is enrolled for 3DS and the following system and

merchant rules apply. Let's also assume that the 3DS authentication returns "Verification Attempted"
as the authentication result.

Rule Type System Rules Merchant Rules Risk Recommendation
3DS Rule No Action Always Accept Accept

(Verification

Attempted)

Suspect Cards - Always Reject Reject

The merchant operator can perform one of the following actions on order:

= Go to the 3DS Rules Configuration page and configure the Clash Rule to "Always Accept" to
proceed with the order. For more information on Clash Rule, see Adding a 3DS Rule on page
114.

= Go to the 3DS Rules Configuration page and configure the Clash Rule to "Always Reject" to reject
the order. By default, the clash rule is set to "Always Reject".

Case B: 3DS Rule when failed authentication is rejected by the system

Let's say the cardholder who initiated the transaction is enrolled for 3DS and the following system and
merchant rules apply.

Rule Type System Rules Merchant Rules Risk Recommendation
3DS Rule No Action Always Accept Accept

(Verification

Attempted)

Trusted Cards - Always Accept Accept

Based on the Risk Recommendation, it seems that this transaction should be accepted; however, if
the 3DS authentication returns "Authentication Failed" as the authentication result, then the Payment
Server blocks the transaction at the system level itself thus bypassing all risk checks. This means the
3DS rule (Verification Attempted) configured to action "Always Accept” is bypassed and so is the
Trusted Cards rule.

When Risk Recommendation is Set to Not Checked

A risk recommendation of "Not Checked" is displayed in the Order Details screen if the order was
created by bypassing risk checks using the Bypass Risk Management option (and the MSO rules did
NOT evaluate to a Reject). It also implies a condition where neither MSO nor merchant risk rules are
configured in the system.

Risk Assessment Details

Risk Recommendation Mot Checked
Risk Rules
Rule Result Details Source
MSC BIM Range L] Mo Action 024983 MS2 Rules
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An order with risk recommendation of "Reject” can be recreated and submitted by enabling the Bypass
Risk Management option. See next.

When Risk Recommendation is Set to Reject

A risk recommendation of "Reject" is displayed in the Order Details screen if the MERCHANT risk
rules have been configured to reject the order. Based on the rules configured the order can be
rejected before or after the financial transaction. If the order is rejected after the financial transaction

then the system automatically attempts to reverse the order and displays the results in the Order
Reversal Status field.

Order Rejected Before the Financial Transaction

Risk Assessment Details

Rk Recommendation R
Risk Rules

Rule Result Details Source

Suspect Card List & Mo Action Merchant Rules

Trusted Card List /] Ma Action Merchant Rules

Merchant BIN Range LT Reject 540275 Merchant Rules

M50 BIM Range U Mo Action S40275 MSO Rules

Order Rejected After the Financial Transaction

Risk Assessment Details

ok Encommandation T
Order Reversal Status (o114

Rule Result Details Source

Merchant CSC [T) Reject u Merchant Rules

Trusted Card List ] Mo Action Merchant Rules

Suspect Card List /) Mo Action Merchant Rules

Merchant BIN Range /] Mo Ackion 492765 Merchant Rules

MSo CSC /) Mo Adtion u M5O Rules

MSO BIM Range u Mo Action 498765 M5O Rules

Occasionally, order reversals can fail due to the acquirer not supporting reversals or an acquirer being
unavailable. In such a case, the Order Reversal Status is set to "Failed " as shown below. You can
retry an order reversal on a failed reversal by clicking the [Retry Order Reversal] button.

Risk Assessment Detadils

Risk Recommendation Rejedt
Order Reversal Status Failed

iRJetry Order Reversal
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A successful reversal changes the status to "OK". If the acquirer does not support reversals, the status
changes to "Not Supported".

Note: If you wish to make an exception to a particular cardholder you can choose to override the
merchant rules. To achieve this, you must recreate and submit the order by bypassing risk
assessment. See Bypass Risk Management option.

Use Cases
Case A: IP Country Rule

Let's say the cardholder who initiated the transaction is currently present in country "Country_A" and
the following system and merchant rules apply.

Rule Type System Rules Merchant Rules Risk Recommendation

IP Country No Action Reject Reject
(Country_A)

The merchant operator can perform one of the following actions on the order:
= If the cardholder has a good transaction history and you want to make an exception to this
particular cardholder, re-submit the order by enabling Bypass Risk Management option.

= As the cardholder appears trustworthy, add the cardholder to the Trusted Cards list to ensure that
review decisions on this cardholder, if any, in the future, can be bypassed. A cardholder added to
the trusted cards list is always accepted unless rejected at the MSO level.

Case B: CSC Rule

Let's say the cardholder who initiated the transaction has a CSC (Card Security Code) that does not
match the data in card issuer's database, and the following system and merchant rules apply.

Rule Type System Rules Merchant Rules Risk Recommendation
CSC (No CsC No Action Reject Reject
Match)

CSCJ/AVS rules by default are processed after the financial transaction unless the merchant has the
privilege to perform Verification Only for AVS/CSC Risk Assessment enabled. Verification Only allows
the system to verify cardholder information before performing a financial transaction. If the CSC rule is
processed after the financial transaction and the risk assessment rejects the order, then the Risk
Assessment Details section displays an additional field "Order Reversal Status", which indicates the
result of the order reversal performed for an authorization or a purchase. Orders rejected due to risk
assessment after the financial transaction are automatically attempted for a reversal by the system.

The History section displays the details of the transactions performed for the order reversal.
Transactions reversed due to risk assessment are indicated with the "Auto (Risk)" label in the
Transaction Source column. See History in the Order Details Page.

The merchant operator can perform one of the following actions on the order:
= If the cardholder has a good transaction history and you want to make an exception to this
particular cardholder, re-submit the order by enabling Bypass Risk Management option.

= As the cardholder appears trustworthy, add the cardholder to the Trusted Cards list to ensure that
review decisions on this cardholder, if any, in the future, can be bypassed. A cardholder added to
the trusted cards list is always accepted unless rejected at the MSO level.

When Risk Recommendation is Set to System Reject
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A risk recommendation of "System Reject" is displayed in the Order Details screen if the MSO level
risk rules are configured to reject the transaction. An order rejected at the MSO level cannot be
accepted by any means unless the risk rules are re-configured to accept the transaction.

Risk Assessment Details

Rik Recommendation D
Risk Rules

Rule Result Details Source

M5O BIM Range u Mo Action 493765 M5O Rules

MSC IP Address Range [T Reject 53,255,255.255 MS2 Rules

MSC IP Country LV Mo Action CEL MS2 Rules

Note: MSO risk rules always override merchant level rules; they cannot be bypassed by enabling
Bypass Risk Management option in the Create Order screen.

When Risk Recommendation is Set to Review

A risk recommendation of "Review" is displayed in the Order Details screen if the merchant operator
has not taken a risk assessment decision on the order yet. In such a case, the merchant operator with
the privilege "May Perform Risk Assessment Review" is required to take a decision on whether to
approve or reject the order. No subsequent transactions will be allowed until the operator takes an
action on the order. For example, for an "Auth Then Capture" transaction type, if the authorization
returns a risk recommendation of "Review" then a subsequent Capture transaction will not be allowed
till the operator takes a decision. The decision may be based on the individual risk assessment results
for the rule types defined for the merchant and MSO and/or the transaction history of the cardholder.

Click [Accept Order] to proceed with the order else click [Reject Order].

Risk Assessment Details

Risk Recommendation Review

Risk Review Resolution Decision Required

|Accep‘t 0r(|er| |Rejec‘t Ortlerl

Risk Rules

Rule Result Details Source
Merchant BIN Range Reviaw 525895 Marchant Rules
Suspec Card List e Mo Action Merchant Rules
Trusted Card List & Mo Ackion Merchant Rules
MSO BIM Range u Mo Action 525895 MS< Rules

The reviewed orders will display the risk review resolution under Risk Assessment Details as shown
below.

Risk Review Resolution when the Reviewed Order is Accepted

Risk Assessment Details

Risk Recommendation Review
Risk Review Resolution Accepted
Page 37 of 126 Commercial in Confidence

Copyright © 2011 TNS Payment Technologies Pty Ltd.



38 Merchant Administration User's Guide

Risk Review Resolution when the Reviewed Order is Rejected

Risk Assessment Details

Fick Racommendaton Ravisy
Risk Review Resolution Rejected

Order Reversal Status (o] .4
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For a merchant transaction in Auth Then Capture mode, if the merchant operator decides to reject the
order, then the system will attempt to void the authorization and mark the transaction as complete if
the acquirer supports Void Authorization. However, if the acquirer does not support Void Authorization,
the system will just mark the transaction as complete.

In a Purchase mode, if the merchant operator decides to reject the order, the system will attempt to
void the purchase and mark the order as complete if:

= the acquirer supports Void Purchase,

= if the order is in an unreconciled batch, and

= f the order is not a P2P transaction.

However, if the acquirer does not support Void Purchase, the system will perform a refund on the
captured amount and mark the transaction as complete.

Note: Merchant operators will not be allowed to perform bulk capture on orders with the Risk
Recommendation of "Review".

Use Cases
Case A: IP Country Rule

Let's say the cardholder who initiated the transaction is currently present in country "Country_ A" and
the following system and merchant rules apply.

Rule Type System Rules Merchant Rules Risk Recommendation

IP Country No Action Review Review
(Country_A)

The merchant operator can perform the review in the following ways:

= Proceed with the order if the cardholder has a good transaction history though the country from
which the transaction originates is under Review. As the cardholder appears trustworthy, add the
cardholder to the Trusted Cards list to ensure that review decisions on this cardholder, if any, in
the future, can be bypassed.

= Reject the order if the cardholder has a fraudulent transaction history or has no previous records
of transaction — it's perhaps not worth the risk! As the cardholder appears untrustworthy, add the
cardholder to the Suspect Cards list to ensure that review decisions on this cardholder, if any, in
the future, can be bypassed.

Case B: Card BIN Rule

Let's say the cardholder who initiated the transaction belongs to the BIN range (457199 - 457999) and
the following system and merchant rules apply.

Rule Type System Rules Merchant Rules Risk Recommendation
Card BIN (457199 - No Action Review Review
457999)

The merchant operator can proceed with the review decision in the following ways:

= Reject the order as the Card BIN range is under Review and if the cardholder has a fraudulent
transaction history, add the cardholder to the Suspect Cards list to ensure that review decisions on
this cardholder, if any, in the future, can be bypassed.

= Proceed with the order if the merchant operator identifies the risk rule as false and re-configure
the risk rules for Card BIN ranges.
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= Proceed with the order if the cardholder has a good transaction history and you want to make an
exception to this particular cardholder. As the cardholder appears trustworthy, add the cardholder
to the Trusted Cards list to ensure that review decisions on this cardholder, if any, in the future,
can be bypassed.

Performing Actions on Orders

The Action section on the Orders Details page allows the operator to perform actions upon a Order.
These actions will vary according to the payment type, and to the stage of the payment cycle. For
example, an order which has authorised amount and awaiting capture may display as shown in the
example.

Capture Amount RZ

po.oo

Complete

Mark the order as completely captured if yvou do not expect to be capturing the cutstanding
authorised amount

Actions which may be available for a transaction are:

= Capture

= Complete (Capture)
= Incomplete (Capture)
= Refund

Note: To perform any action you must have the required user privilege, for example, Refunds or
Captures.

Capturing an Order Amount

You may capture some or all of the authorised amount of a transaction.

To capture funds for an authorised transaction:

1 Enter the amount in the Capture Amount field.
2 Click the [Capture] button.
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Completing an Order

In several situations, it is useful to consider an order to be complete, even though only a portion of the
authorised amount of the order has been captured.

Consider, for example, a book-supplier who authorises an order for three books, but then discovers
that only two of the ordered books can be found on their shelves. The supplier may want to capture
the portion of the authorised amount corresponding to the value of the two books they can find, and
then tag the order as complete to indicate that no more funds will be charged to the customer's card
for this order. Similarly, when a guest books a hotel room, the hotel may authorise an amount which is
intended to cover both room rental and any anticipated room-service charges. If, on checking out of
the hotel, the guest has incurred no room-service charges, the hotel will only capture the portion of the
authorised amount corresponding to rental of the room, and will then consider the order to be
complete.

Whenever the authorised amount of an order has not been completely captured, it is possible to mark
the order as complete, so that no further captures may be made against it.

To tag a partially captured order as complete:

= Click the [Complete] button. The refreshed order details page displays. The Amount field is now
appended with the word 'Completed’, and the only actions now available for the order are
[Refund] and [Incomplete].

Note: Complete orders will not be retrieved by an order search specifying Outstanding Authorisations.

If you decide that a further capture is required against a complete order (if the book-seller finds the
missing book at the last minute, for example), it is possible to re-tag the order as incomplete, so that a
further capture can be made.

To tag a complete order as incomplete:

= Click the [Incomplete] button. The refreshed order details page displays. The word '‘Completed' is
now removed from the Amount field, and the actions now available for this order are [Refund],
[Complete], and [Capture].

Refunding a Transaction

A refund is cancelling any purchases performed on a pre-authorised amount.

Note: Refunding a transaction is not supported by all card types.

Refunds are performed for many reasons, for example, the return of unwanted, incorrect or faulty
goods.

To refund an OrderlD (shopping transaction) :

1 Enter the Amount to be refunded in the Refund box.

2 Click the Refund button. The refreshed Orders Details page displays and includes the new
transaction.
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Voiding a Transaction

A void is the cancellation of a previous transaction on an Order. Voids can only be performed if the
transaction is in a batch that has not already been reconciled.

You can void an authorisation, refund, purchase, or a capture. The option displayed depends on the
action you last performed. A void performed on an authorisation will immediately release any reserved
funds. In all other transaction types, the void will prevent the funds transfer from occurring.

Only the last refunded amount is voidable. You are unable to input an amount during this process.

Refund Amount S
(10.00

Refund

Void Capture ‘oid the most recent successful capture

To void a Order:

1 Click the [Void Authorisation], [Void Purchase], [Void Refund] , [Void Capture], or [Void Auth
and Capture] button. The refreshed Order details page displays and includes the new transaction.

The "Void Auth and Capture" button becomes available only for a Purchase transaction that has been
auto-captured. When you void this transaction, the payment gateway:

= attempts a "Void Capture" for the Capture transaction.

= f the "Void Capture" is successful, then a "Void Authorization" is attempted for the Authorization. If
the "Void Capture" is unsuccessful, then the response indicates that the void failed; the Void
Authorization is not attempted.
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CHAPTER 4

Settling Orders

Merchant Administration allows you to settle your customer's orders automatically or manually with
your acquirer. Settlement allows you to view the set of orders that have been hilled to the customer but
still have to be settled with the acquirer.

Note: To perform a manual Settlement you require Merchant and User privileges to View Settlement
pages and Initiate Manual Batch Closure. User privileges are found in the Operator Detail page under
the Admin menu.

Settlements are balance operations between a merchant’s accounts and an acquirer’s records.
Depending on how your merchant profile is set up, settlement can be done automatically (the time is
set when creating your merchant profile) or manually (you can settle your orders yourself).

Settlement is divided into two sections:

= Settlement - Display the orders in the current settlement that are to be settled.

= Settlement History Selections - Allows you to search for and view orders that have already been
settled.

Dealing with Unsettled Transactions

To view the current orders awaiting settlement:

1 Select Settlement > Pre-settlement Summary. If you have multiple acquirer links, the Settlement
Acquirer Link Selection page displays. Note that the card types and currencies configured for the
acquirer link are also displayed. Select the Acquirer ID and click the [Submit] button. The
Unsettled Transactions Summary on page 44 page displays.

2 The Settlement page shows the current orders awaiting settlement. It details a settlement by
Currency. Each row for a currency provides details for transactions processed by a specific card

type.

3 If you have the Initiate Manual Batch Closure privilege, a [Settle Now] button displays. Click this
to settle the batch. The Batch Closure Receipt on page 45 page displays.
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Unsettled Transactions Summary Page

The Unsettled Transactions Summary page displays lists of transactions by currency, and provides a
[Settle Now] button that allows you to settle all pending orders.

Settlement - Unsettled Transactions Summary

Merchant and Acquirer Settlement Details

Number OF Batch Currentdy Open

4

Merchant ID TESTUSDCMLY
Acquirer ID AME=R
Settle Nows

UsD - Us Dollar

Card Type Number Debits Total Debits Number Credits Total Credits

Armerican Expreass 2 UsD $£5,200.00 u}

Tatal 2 UsD $5,200.00 a UsD £0,00

The fields are as follows:

Field Description

Number of Batch Currently The number of the batch that is currently open.

Open

Merchant ID The merchant’s unique alphanumeric identifier. There is a unique
Merchant ID for each merchant account/profile.

Acquirer ID The unique identifier of the card-processor to which the order was

directed for processing.

Transactions by Currency

The transactions are grouped into sections by the transaction currency.

Field Description
Card Types The card types in this summary, for example:
= JCB
= Visa
= MasterCard
=  American Express
= Diners
= Bankcard
= JCB
= Discover
Debits Count The number of debits in the settlement batch.
Total Debits The total debit amount in the settlement batch.
or Debits Amount
Number Credits The number of credits in the settlement batch.
Total Credits The total credit amount in the settlement batch.
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Batch Closure Receipt Page

The Batch Closure receipt page contains the following details about the batch that was settled using
the Settle Now button on the Unsettled Transactions Summary on page 44 page.

Field

Description

No. of Batch being Closed
Merchant ID

Acquirer 1D

Status

The number of the batch that is being closed in this transaction.

The merchant’s unique alphanumeric identifier. There is a unique
Merchant ID for each merchant account/profile.

The unique identifier of the card-processor to which the order was
directed for processing.

Note: If an acquirer link is configured to have multiple acquirer
relationships, then the acquirer link is suffixed with the Bank
Merchant ID following a hyphen. For example, ANZ via FDRA —
12345 where "ANZ via FDRA" is the acquirer link and "12345" is
the Bank Merchant ID.

The batch status.

Searching for Settlements

To view current or completed settlements:

1 Click Settlement > Settlement Search . The Settlement Search on page 46 page displays.

Enter the search criteria for the type of settlements to locate.

2
3 Click the [Submit] button. The Settlement List on page 46 page displays.
4

To view a particular batch, select the batch number. The Settlement Details on page 47 page
displays the details of the settlement.

Page 45 of 126

Commercial in Confidence

Copyright © 2011 TNS Payment Technologies Pty Ltd.



46 Merchant Administration User's Guide

Settlement Search Page

Specify your search by using the fields to enter the search parameters. Click [Submit] to start the
search.

The available search parameters are:

Field Description

From/To Search for orders within a date range. If you clear the From field,
all transactions up to the current date are displayed. The default
From and To Dates are at the date of the users local time zone.

Batch Number Select settlements belonging to a particular batch.
Settlement Result Select settlements according to result:

= All Settlement responses

=  Successful Settlements

= Pending Settlements

= Failed Settlements

Acquirer ID Search for orders processed by a particular acquirer (for
example, Mastercard NAB).

Settlement List - Settled Batches

This page lists the details of the settled batches.

Field Description
Acquirer ID The unique identifier of the card-processor to which the order
was directed for processing.
Settlement Batch Number The identifier for the batch to which the transactions belong.
Settlement Date and time The date on which the batch was settled.
or
The date and time on which the batch was settled.
Debits Count The number of debits in the settled batch.
Credits Count The number of credits in the settled batch.
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Settlement Details Page

The Settlement Details page consists of two sections, Merchant and Acquirer Details and Merchant
and Acquirer Details Comparison. The transactions in the Merchant and Acquirer Details Comparison
section are grouped by currencies.

Merchant and Acquirer Settlement Details

Field Description
Merchant ID The merchant’s unique alphanumeric identifier. There is a
unigue Merchant ID for each merchant account/profile.
Acquirer ID The unique identifier of the card-processor to which the order

was directed for processing.

Note: If an acquirer link is configured to have multiple acquirer
relationships, then the acquirer link is suffixed with the Bank
Merchant ID following a hyphen. For example, ANZ via FDRA —
12345 where "ANZ via FDRA" is the acquirer link and "12345" is
the Bank Merchant ID.

Settlement Batch Number The identifier for the batch to which the transactions belong.
Submission Date The date on which the settlement occurred.

Settlement Response The response received back from the acquirer.

Payment Method The method of funds transfer used for the transaction. For

example, Credit.

Merchant and Acquirer Settlement Details Comparison

Field Description
Currency The currency used for the transaction.
Debits Count The number of debits in the settlement batch.
Total Debits The total debit amount in the settlement batch.
or Debits Amount
Number Credits The number of credits in the settlement batch.
Total Credits The total credit amount in the settlement batch.
Page 47 of 126 Commercial in Confidence

Copyright © 2011 TNS Payment Technologies Pty Ltd.






49 Merchant Administration User's Guide

CHAPTER 5

Financial Transactions

Financial Transactions represent the flow of information between the cardholder, the merchant and
the acquirer when purchasing goods and services. They include transactions for purchasing goods
immediately, authorizing and billing goods on order, and performing refunds when necessary.

Searching for Financial Transactions

To locate a financial transaction, use the search options of Merchant Administration.

To search for a financial transaction:

1 From the Main menu, select Search > Financial Transaction Search. The Merchant Administration
Financial Transaction Search page displays.

2 Enter the search parameters. If you enter multiple search parameters, the records returned will
match all the search criteria.

Click the [Submit] button. The Financial Transactions List on page 51 page displays.

4  Select an individual Transaction ID to view its details. The Financial Transaction Details page
on page 52 displays.
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Financial Transactions Search Page

Use the fields on the Financial Transaction Search page to enter the search parameters.

The search parameters are as follows:

Field
From/To

Transaction Number

Batch Number
RRN

Merchant Transaction Reference

Transaction Type

Payment Method

Acquirer ID
Currency
Transaction Success

Authentication Type

Description

Search for orders within a date range. If you clear the From field,
all transactions up to the current date are displayed. The default
From and To Dates are at the date of the users local time zone.

Select a transaction by its system generated unique identifier for
the financial transaction. This identifier is unique within the
merchant.

Select transactions belonging to a particular batch.

The RRN (Reference Retrieval Number) allows the Acquirer to
uniquely identify a transaction.

A unique merchant specific identifier used in Payment Client
transactions.

Search for transactions of a particular type, for example:
= Al

=  Authorisation

= Capture

= Refund

= Void Refund

= Void Capture

Search for transactions according to the payment method. Valid
values are:

= Credit
= PayPal

Search for orders processed by a particular acquirer (for
example, Mastercard NAB).

Search for orders processed by a particular currency or all
currencies.

Search for orders having a specific success status (for example,
successful, failed, or referred).

Search for a particular type of 3DS authentication. Click the drop
down arrow and select an authentication type from the list, or
leave the default entry to display all authentication types. The
available types of authentication are:

= |IGNORE

= All Authenticated Transactions

= All Non-Authenticated Transactions
= Verified by Visa

= MasterCard SecureCode

= JCB J/Secure

=  American Express SafeKey

Page 50 of 126

Commercial in Confidence

Copyright © 2011 TNS Payment Technologies Pty Ltd.



Merchant Administration User's Guide 51

Authentication State Search for transactions with a particular authentication status.
Click the drop down arrow and select an authentication status
from the list, or leave the default entry to display all authentication
status. The available types of authentication status are:

= |IGNORE

=  All Authenticated Transactions

= All Non-Authenticated Transactions

= Authenticated Transactions — Successful

= Authenticated Transactions — Failed

= Authenticated Transactions — Undetermined

= Authenticated Transactions — Not Enrolled
Number of Results to Display on  Enter the number of rows of search results that you wish to see
Each Result Page on a single page.

Leave this field blank for the default number of search results to
be displayed.

Click [Submit] to start the search. The Financial Transactions List page displays.

Viewing the Financial Transactions List

To view financial transactions, use the search methods described in Searching for Financial
Transactions.

The Financial Transaction List page details the following information for each transaction:

Field Description
Acquirer ID The unique identifier of the card-processor to which the order was
directed for processing.
Transaction Number An automatically generated number uniquely identifying the
transaction. This identifier is unique within the merchant.
Merchant Transaction A unique merchant specific identifier used in Payment Client
Reference transactions.
Transaction Type The type of transaction performed. An example may be:
=  Authorisation
= Capture
= Refund.
Amount The total amount of the order in the transaction currency. For
example, AUD $100.00.
Date The user-locale date and time at which the order was created.
Response Code A code and brief description summarizing the result of attempting

to process the order. Example response codes are:
= '0- Approved
= '3-Timed Out'

Click an individual Financial Transaction ID to view its details. The Financial Transaction Details on
page 52 page displays.
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Viewing an Individual Financial Transaction

After the list of financial transactions on page 51 displays, you can click an individual Financial
Transaction ID to view its details. The Financial Transaction Details page displays all the details of an

individual financial transaction.

The fields displayed are as follows:

Acquirer ID

Transaction Number

Merchant Transaction
Reference

Date
Transaction Type

Payment Method
or
Payment Types

Amount

Order ID

Settlement Batch Number

RRN

Response Code

Acquirer Response Code

Authorisation Code

The unique identifier of the card-processor to which the order was
directed for processing.

Note: If an acquirer link is configured to have multiple acquirer
relationships, then the acquirer link is suffixed with the Bank
Merchant ID following a hyphen. For example, ANZ via FDRA —
12345 where "ANZ via FDRA" is the acquirer link and "12345" is
the Bank Merchant ID.

An automatically generated number uniquely identifying the
transaction. This identifier is unique within the merchant.

A unique merchant specific identifier used in Payment Client
transactions.

The user-locale date and time at which the order was created.
The type of transaction performed. An example may be:

=  Authorisation

= Capture

= Refund.

The account type:

= Credit Card.

The total amount of the order in the transaction currency. For
example, AUD $100.00.

A unigue number used to identify an order.

The identifier for the batch to which the transactions belong.

The Retrieval Reference Number, which helps the Acquirer to
identify a transaction that occurred on a particular day.

A code and brief description summarizing the result of attempting
to process the order. Example response codes are:

= '0- Approved

= '3-Timed Out'

The response code from the acquirer indicating success or
otherwise of the transaction.

An identifier returned by the card-issuer indicating the result of the
authorisation component of the order.
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Integration Type

Integration Type Version

Transaction Source

The means by which the merchant accesses the Payment Server.
The available integration types are:

= PC (Payment Client)

= VPC (Virtual Payment Client)
= MA (Merchant Administration)
= API:REST (JSON)

=  APINVP

= BATCH:NATIVE

The version of the software used to integrate to the Payment
Server.

Note: This field is displayed only if the Integration Type is PC or
VPC.

Indicates the integration facility used to generate the transaction.
Typical transaction sources include:

=  PC — the transaction source is Payment Client.

= MOTO — the transaction source is Merchant Administration.
= Direct — the transaction source is Web Services API.

= Batch — the transaction source is Batch.

= Auto (Risk) — the transaction source is risk assessment. For
example, an order on which a financial transaction is
performed is rejected due to risk assessment it is automatically
attempted for a reversal by the system.

= Auto — the transaction source is system. Auto indicates that
the system initiated the transaction automatically. For
example, an automatically-triggered Capture transaction when
a Purchase transaction is submitted by a merchant for a
processor that only supports Auth/Capture.

= Risk Override — the transaction source is a request to
override a Reject risk recommendation for a transaction that
has been assessed by external risk.

Note: The following fields are displayed only if the transaction was processed using a Corporate
Purchase Card. Charge Description 1-4 are displayed for an American Express Corporate Purchase

Card only.

Tax Amount

Tax Reference Number
Customer Reference Number

Charge Description 1
Charge Description 2

Charge Description 3
Charge Description 4

The local tax amount in base currency units. It must not be greater
than the total authorised amount. It is provided by the merchant.

If applicable, a tax reference value associated with the transaction.

The cardholder’s reference number, for example their purchase
order number.

Optional free form text field used to describe the nature of the
charge associated with the order.

Optional free form text field used to provide further information
about the charge associated with the order.

Optional free form text field.
Optional free form text field.

The following fields are displayed if airline data is passed in the transaction. You may not see all the
fields listed here, depending on the charge type and the acquirer used to process the transaction.
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Note: Click More to view more details about the field, and click Less to collapse the details.

Booking Reference The record locator used to access a specific Passenger Name
Record (PNR). PNR is a record in the database of a booking system
that contains the itinerary for a passenger, or a group of passengers
traveling together. Data may consist of a combination of numeric
and alphabetic characters.

Document Type The type of charge associated with the transaction. For example,
passenger ticket, excess baggage, animal transportation charge,
etc.

Note: Itinerary may include data on one or more travel legs, and the list number indicates the index for
that leg.

Itinerary: Leg: Carrier Code The 2-character IATA airline code of the airline carrier for the trip
leg.

Itinerary: Leg: Conjunction Ticket The ticket containing the coupon for this leg for an itinerary with

Number more than four trip legs.

Itinerary: Leg: Coupon Number  The coupon number on the ticket for the trip leg. Each trip leg
requires a separate coupon. The coupon within the series is
identified by the coupon number.

Itinerary: Leg: Departure Airport The 3 character IATA airport code of the departure airport for the

trip leg.
Itinerary: Leg: Departure Date Date of departure for the trip leg.
Itinerary: Leg: Departure Tax Tax payable on departure for the trip leg.

Itinerary: Leg: Departure Time  Departure time in local time for the departure airport for this trip leg.

Itinerary: Leg: Destination Airport The 3 character IATA airport code for the destination airport for the
trip leg.

Itinerary: Leg: Destination Arrival Arrival time in local time for the destination airport for this trip leg.

Time

Itinerary: Leg: Endorsements Restrictions (e.g. non-refundable) or endorsements applicable to the

Restrictions trip leg.

Itinerary: Leg: Exchange Ticket New ticket number issued when a ticket is exchanged for the trip
Number leg.

Itinerary: Leg: Fare Total fare payable for the trip leg.

Itinerary: Leg: Fare Basis Code defining the rules forming the basis of the fare (type of fare,
class entitlement, etc.)

Itinerary: Leg: Fees Total fees payable for the trip leg.

Itinerary: Leg: Flight Number The flight number for the trip leg.

Itinerary: Leg: Stop Over Indicates if a stopover is permitted for the trip leg.

Permitted

Itinerary: Leg: Taxes Total taxes payable for the trip leg.

Itinerary: Leg: Travel Class The industry code indicating the class of service (e.g. Business,
Coach) for the leg.

Itinerary: Number In Party Number of passengers associated with this booking.

Itinerary: Origin Country The 3 character ISO 3166-1 alpha-3 country code of the country of

origin for the itinerary.

Note: The booking may include data on one or more passengers, and the list number indicates the
index for that passenger.
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Passenger: First Name First name of the passenger to whom the ticket is being issued.
Passenger: Last Name Last name of the passenger to whom the ticket is being issued.
Passenger: Middle Name Middle name of the passenger to whom the ticket is being issued.

Passenger: Specific Information Passenger specific information recorded on the ticket.

Passenger: Title Title of the passenger to whom the ticket is being issued.

Plan Number Plan number supplied by the airline for this booking.

Ticket: Conjunction Ticket Indicates if a conjunction ticket with additional coupons was issued.

Indicator Conjunction ticket refers to two or more tickets concurrently issued
to a passenger and which together constitute a single contract of
carriage.

Ticket: Customer Reference Information supplied by the customer. For example, Frequent Flyer
number.

Ticket: eTicket Indicates if an electronic ticket was issued.

Ticket: Exchanged Ticket NumberThe original ticket number when this is a transaction for an
exchanged ticket.

Ticket: Issue: Address The address where the ticket was issued.

Ticket: Issue: Carrier Code The 2-character IATA airline code of the airline carrier issuing the
ticket.

Ticket: Issue: Carrier Name Name of airline carrier issuing the ticket.

Ticket: Issue: City The city/town where the ticket was issued.

Ticket: Issue: Country The 3 character ISO 3166-1 alpha-3 country code of the country
where the ticket was issued.

Ticket: Issue: Date The date the ticket was issued.

Ticket: Issue: Travel Agent Code Industry code of the travel agent issuing the ticket.
Ticket: Issue: Travel Agent Name Name of the travel agent issuing the ticket.

Ticket: Restricted Indicates if the issued ticket is refundable.

Ticket: Ticket Number The airline ticket number associated with the transaction.

Ticket: Total Fare Total fare for all trip legs on the ticket.

Ticket: Total Fees Total fee for all trip legs on the ticket.

Ticket: Total Taxes Total taxes for all trip legs on the ticket.

Transaction Type The type of transaction performed against this airline booking.
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Downloading the Transactions File

To use the download transaction information functionality, you must have been set up to do so by
Transaction Network Services'.

The [Download] button on Financial Transactions Search, or Download Search Results link on the

Financial Transaction List on page 51, allows you to download transaction information in a text or
csv file. The file contains the orders with all the associated Financial Transaction data for the search
criteria entered.

The format of the file is a Comma Separated Value file and ends with the extension .csv. This format is
used to transfer data from one application to another. Most database systems can import and export
comma-separated value files, which can be used in any spreadsheet program.

To download transaction information you must first enter your search criteria in the Financial
Transaction Search page.

Note: If you are configured to download financial transactions in the multi-currency format, the
Currency column is replaced by the Currency Code column, which displays the currency code instead
of the currency symbol. An additional column for Bank Merchant ID/ SE Number is also displayed.

Downloading Transaction Files

1 From the Financial Transactions Search page, after you have entered the search criteria, click the
[Download] button.

A dialog box displays, prompting you to choose whether you would like to open or save the file.
Click the required button and follow the prompts.

If you choose to Save to Disk, you can change the file name and select a location to save the file.
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Or, if you choose to Open the file, for example, using Excel (the default option), the file opens in
Excel.

Note: Ensure that you take necessary security measures to protect the data downloaded on to your
computer.
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CHAPTER 6

Payment Authentications

Verified by Visa™ (Visa 3-Domain Secure), MasterCard SecureCode™ (MasterCard 3-Domain
Secure) and J-Secure Schemes, are Payment Authentications designed to stop credit card fraud by
authenticating cardholders when performing transactions over the Internet.

Merchant Administration allows you to search for payment authentications and view the results.
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Payment Authentication Information Flow

A payment authentication is performed immediately before a merchant performs an authorisation or
purchase. Authenticating ensures that the card is being used by its legitimate owner. During a
transaction, authentication allows a merchant to confirm the identity of the cardholder by redirecting
them to their card-issuer where they enter a password that they had previously registered with their
card issuer.

The cardholder must have registered their card and password with the issuing bank before they can
use the authentication scheme.

The cardholder’s browser acts as a path to transport messages between the web application, the
Payment Server and the card-issuing bank’s Access Control Server (ACS).

The following is the flow of information between all the parties in a payment authentication.

1 If the merchant collects the cardholder's details, the cardholder enters their card details into the
merchant application payment page and submits the order, and their browser is redirected to the
Payment Server.

If the Payment Server collects the cardholder’s card details, the cardholder will now enter their
card details on the payments page provided by the Payment Server.

2 The Payment Server determines if the card is enrolled in the Payment Authentications scheme by
checking the card scheme database.

If the cardholder’s card is registered in the scheme, the Payment Server redirects the cardholder’s
browser to the ACS site for authentication.

If the card is not enrolled, steps 3, 4 and 5 (below) are skipped, and the Payment Server continues
processing the transaction.

3 The ACS displays the cardholder’s secret message and the cardholder enters their response
(password), which is checked with the Card Issuer database.

4  The cardholder is redirected back to the Payment Server and the card issuer sends an
authentication message indicating whether or not the cardholder’s password matched the
message in the database.

5 The Payment Server continues processing the transaction.

Note: If the merchant profile has 3DS Blocking enabled, and the transaction fails authentication,
the Payment Server will not continue to process the transaction, and the details of the transaction
will not be saved.

6 The cardholder is redirected to the merchant, where the receipt is passed back to the cardholder.
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Payment Authentications Status

Merchant Administration provides you with a record of every attempt at authentication by your
cardholders.

The status of payment authentications are the values returned for every attempted authentication,
showing, for example, whether the authentication passed or failed.

During the authentication process, while a cardholder is being authenticated, the merchant will see a
status value of T. This changes to a value of “Y-Success” if the authentication is successful. The
cardholder is then redirected to the payment section of the transaction.

If however, the cardholder cancelled the transaction in the authentication stage, then the value T is
displayed in the merchant’s records.

If the cardholder is enrolled but is not authenticated correctly, for example, because the customer may
have entered their password incorrectly 3 times, then the value F is displayed to indicate that the
cardholder failed the authentication process.

If the cardholder is not enrolled, the transaction is processed without the cardholder being redirected
to be authenticated, but a value is returned to show that the cardholder was not enrolled.

Searching for Payment Authentications

The Payment authentication search page provides ways to select a single or set of payment
authentications to view the results of the authentication.

To search for a payment authentication:

1 Select Search from the Main menu.

2 Select Payment Authentications Selection from the submenu. The Merchant Administration
Payment Authentication Search page displays.

3 Enter your search parameters. If you enter multiple search parameters, the records returned will
match all the search criteria.

4  After you have entered your search criteria you can view the results of your search on the next
page.
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Payment Authentications Search Page

Use the fields on the Payment Authentications Search page to find the required payment

authentications.

The search parameters are as follows:

Field
Merchant ID

From/To

Authentication ID
Order Reference

Currency

Authentication Type

Authentication State

Number of Results to Display
on Each Result Page

Description

Enter a Merchant ID or click the [Search] link to use the Merchant

Search page.

Search for orders within a date range. If you clear the
From field, all transactions up to the current date are
displayed. The default From and To Dates are at the
date of the users local time zone.

Search for an order with a particular authentication ID.

Search for orders created with specific Order Reference
text.

Search for orders processed by a particular currency or
all currencies.

Search for a particular type of 3DS authentication. Click
the drop down arrow and select an authentication type
from the list, or leave the default entry to display all
authentication types. The options may include:

= |IGNORE

= All Authenticated Transactions

= All Non-Authenticated Transactions
= MasterCard SecureCode

= Verified By Visa

= JCB J/Secure

= American Express SafeKey

Search for transactions with a particular authentication
status. Click the drop down arrow and select an
authentication status from the list, or leave the default
entry to display all authentication status. The available
types of authentication status are:

= |IGNORE

= All Authenticated Transactions

= All Non-Authenticated Transactions

= Authenticated Transactions — Successful

= Authenticated Transactions — Failed

= Authenticated Transactions — Undetermined
= Authenticated Transactions — Not Enrolled

Enter the number of rows of search results that you
wish to see on a single page.

Leave this field blank for the default number of search
results to be displayed.

Click the [Submit] button to start the search. The Payment Authentication List page displays.
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Viewing the Payment Authentications List

To view the results of your search, click the [Search] button on the Payment Authentication on page
59 page. The results display on the Payment Authentication List page.

The Payment Authentication List page details the following information for each authentication:

Field
Authentication 1D

Authentication Type

Order Reference

Amount

Date
Response Code

Description

The unique payment authentication ID. Click on the ID to view the
authentication details.

The type of 3DS authentication. The available types of 3DS
authentication are:

= All Authenticated Transactions

= All Non-Authenticated Transactions
= Verified by Visa

= MasterCard SecureCode

= JCB J/Secure

=  American Express SafeKey

A merchant-supplied identifier for the order. This will typically be
used by the customer to identify their order (for example, a booking
reference number).

The total amount of the order in the transaction currency. For
example, AUD $100.00.

The user-locale date and time at which the order was created.

A code and brief description summarizing the result of attempting
to process the order. Example response codes are:

= '0- Approved
= '3-Timed Out'
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Viewing an Individual Payment Authentication

To view the details of an individual payment authentication, click an authentication number displayed
after a search on the Payment Authentication on page 59 page. The Payment Authentication Details

page displays.

The Payment Authentication Details page displays the following information for a specific payment

authentication.

Note: You may not see all the fields listed here. Depending on prior selections, your privileges and the
country of use, some fields may be enabled or disabled.

Field
Authentication 1D

Date
Order Reference

Card Number

Amount

Authentication Type

Description

The unique payment authentication ID. Click on the ID to view
the authentication details.
The user-locale date and time at which the order was created.

This is also known as the Session ID. It is the merchant’s unique
identifier for each transaction. For example, the order number
attached to the Digital Order from the Payment Client.

The card number used in the order. Depending on your profile,
the format used for displaying card numbers is one of the
following:

= 0.4 Format, for example (XXXXXXXxxxxx1234)
*» 6.3 Format, for example (654321xxxxxxx123)
= The full card number is displayed
= The card number is not displayed

The total amount of the order in the transaction currency. For
example, AUD $100.00.

The type of payment authentication, for example:
= Verified by Visa (Visa 3-D Secure)

» MasterCard SecureCode 3-D Secure

= JCB J-Secure

=  American Express SafeKey
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Authentication State

Verification Security Level

Verification Token (CAVV)

Verification Token (UCAF)

Verification Token (AEVV)

A payment authentication specific field that indicates the status
of the payment authentication, for example:

Y — Success - The cardholder was successfully authenticated.
M — Success - The cardholder is not enrolled, but their card
issuer attempted processing.

E — Not Enrolled - The cardholder is not enrolled.

F — Failed - An error exists in the request format from the
Merchant.

N — Failed - Verification Failed.

U — Undetermined - The verification was unable to be
completed. This can be caused by network or system failures.
T — Undetermined - The cardholder session timed out and the
cardholder’s browser never returned from the Issuer site.

A — Undetermined - Authentication of Merchant ID and Password
to the Directory Failed.

D — Undetermined - Error communicating with the Directory
Server.

C — Undetermined - Card brand not supported.

S — Failed - The signature on the response received from the
Issuer could not be validated. This should be considered a
failure.

P — Failed - Error receiving input from Issuer.

| — Failed - Internal Error.

Note: New authentication codes are returned if "Use new 3DS
response codes for VPC/PC" privilege is enabled for your
merchant profile.

The Verification Security Level field shows the VISA ECI or
MasterCard SLI or J/Secure value sent in the authorisation
message. It is generated either by the Payment Server or your
online store depending on your chosen implementation model.
It is shown for all transactions except those with authentication
status “Failure”.

These values are:

05 - Fully Authenticated

06 - Not authenticated (cardholder not participating)

07 - Not authenticated (usually due to a system problem or
invalid password)

The actual value used may differ for some banks.

The Verification Token (CAVV = Cardholder Authentication
Verification Value) is a Visa token generated at the card issuer to
prove that the Visa cardholder authenticated satisfactorily.

The Verification Token (UCAF =Universal Cardholder
Authentication Verification Value) is a MasterCard token
generated at the card issuer to prove that the MasterCard
cardholder authenticated satisfactorily.

The Verification Token (AEVV = American Express Verification
Value) is an American Express token generated at the card
issuer to prove that the American Express cardholder
authenticated satisfactorily.
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3-D Secure VERes.enrolled

3-D Secure XID

3-D Secure ECI

3-D Secure PARes.status

Time taken (milliseconds)

Transaction Number

This value indicates whether or not the card used was enrolled
for 3-D Secure at the time of the transaction. The available
values are:

Y - Yes

N - No

U - Undetermined. For example, the payment authentications
system was unavailable at the time of the authentication.

The unique identifier returned by the issuer for a successful
authentication.

The 3-D Secure Electronic Commerce Indicator (ECI), as
returned from the issuer in response to an authentication
request.

Indicates the result of the cardholder authentication. The
available values are:

Y —Yes

N — No

A — Attempted Authentication but failed. For example the
cardholder failed to enter their password after three attempts.
U — Undetermined. The payment authentications system was
unavailable at the time of the authentication.

A payment authentication specific field which indicates the time
taken (in milliseconds) for the payment authentication.

An automatically generated number uniquely identifying the
transaction. This identifier is unique within the merchant.

Note: The following extended response fields are displayed only if an error message is returned from
the Directory Server (DS) or Access Control Server (ACS).

Source

Message Type

Error Message Version
Error Code

Error Detail

Vendor Code

Error Description

The source of the following fields. For example, ACS, DS.
IREQ (Invalid Request Response) or Error

The version of the message as returned by the ACS/DS
The error code as returned by the ACS/DS

Detail message as returned by the ACS/DS

Vendor code for the ACS/DS.

Description of the error, as returned by the ACS/DS.
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Downloading Payment Authentication Information

To use the download transaction information functionality, you must have been set up to do so by
Transaction Network Services'.

The [Download] button on Payment Authentications Search on page 60, or Download Search
Results link on the Payment Authentications List on page 61, allows you to download transaction
information in a text or csv file. The file contains the orders with all the associated Payment
Authentication data for the search criteria entered.

The format of the file is a Comma Separated Value file and ends with the extension .csv. This format is
used to transfer data from one application to another. Most database systems can import and export
comma-separated value files, which can be used in any spreadsheet program.

To download transaction information you must first enter your search criteria in the Payment
Authentications Search on page 60 page.

Note: If you choose to download payment authentication information in the multi-currency format, the
Currency column displays the currency code instead of the currency symbol. An additional column for
Bank Merchant ID/ SE Number is also displayed.

Downloading Transaction Files

1 From the Financial Transactions Search page, after you have entered the search criteria, click the
[Download] button.

A dialog box displays, prompting you to choose whether you would like to open or save the file.
Click the required button and follow the prompts.

If you choose to Save to Disk, you can change the file name and select a location to save the file.
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Or, if you choose to Open the file, for example, using Excel (the default option), the file opens in
Excel.

Note: Ensure that you take necessary security measures to protect the data downloaded on to your
computer.
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CHAPTER 7

Reports

A range of reports are available depending on the merchant operator's privileges.

Gateway Reports

Gateway reports display the details of all merchant’s transactions that have been processed by the
Payment Server. It allows you to search for and list the transaction details by date, transaction mode
(test or production), time interval (daily, weekly, monthly) and currency.

To search for a Gateway report:

1 From the Main menu, select Reports > Gateway Reports. The Gateway Reports display.

2 Enter your search parameters.
If you enter more than one parameter the records returned match all your search criteria.

3 Click the [Submit] button. The Gateway Report Details page displays.

Gateway Report Search Page

Use the fields on the Gateway Report page to enter the search parameters for your order search.

The search parameters are as follows:

Field Description

From/To Search for orders within a date range. If you clear the From field,
all transactions up to the current date are displayed. The default
From and To Dates are at the date of the users local time zone.

Time Interval The time span that the transactions occurred for example:
= Daily
= Weekly
=  Monthly
= Yearly.

If a two week period is entered with a daily time interval, 14 daily
report totals are displayed.

Acquirer ID Search for orders processed by a particular acquirer (for
example, Mastercard NAB).

Currency Search for orders processed by a particular currency or all
currencies.
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Viewing a Gateway Report

A Gateway Report is grouped into sections by transaction currency and the payment method. Each
row of the list provides aggregated details for transactions processed by a specific acquirer, using a
specific currency, and occurring in a specific period. The size of the period is determined by the Time
Interval selected on the Gateway Report Search page.

Note: A merchant may have multiple merchant acquirer relationships with the same acquirer.

Gateway Daily Reports

Payment Method: Credit Currency: USD

. Mo. MNo. Total Total Total Total
Date Acquirer Merchant Transactions Settlements Authorisations Captures Purchases Refunds
4/1/11 Amex TESTUSDONLY 1 ] UsD $10.00 UsD $0.00  USD $0.00 UsD $0.00
Total: 0 o usD $10.00 usD $£0.00 usD $0.00 usD $0.00

Each row of the list specifies the details described in the following table.

Field Description

Date The start date of the period for which transactions are
aggregated.

Acquirer The name of the acquirer who processed the transactions.

Merchant ID The merchant’s unique alphanumeric identifier. There is a
unigue Merchant ID for each merchant account/profile.

No. Transactions The number of transactions processed by the acquirer, in a
given currency, during the reporting period.

No. Settlements The number of transactions that were settled during the reporting
period.

Total Authorisations The total amount (specified using the currency and the currency

symbol) of authorisations, less any voids or refunds in, the
reported transactions.

Total Captures The total amount (specified using the currency and the currency
symbol) of captures, less any voids or refunds, in the reported
transactions.

Total Purchases The total amount (specified using the currency and the currency

symbol) of purchases, less any voids or refunds, in the reported
transactions.

Total Refunds The total amount (specified using the currency and the currency
symbol) of refunds in the reported transactions
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CHAPTER 8

Admin

The Admin option allows you to:

= Modify your configuration settings.

= Create, modify, and delete Operator details.
= Change your password.

= Download software.

Configuring Your Settings

How to configure your merchant settings

1 Select 'Admin' from the Main menu.

2 Select 'Configuration Details' from the submenu.

3 Click the [Edit] button.

4  Make changes as required and click the [Submit] button.
5

The message 'Configuration Changes Saved' is displayed on the Configuration Details screen and
details redisplayed with changed information.

Configuration Details
The Configuration Details page allows you to view or edit some details of your configuration.

Configuration Details Definitions

Field Description
Merchant Name The merchant’s registered business, trading or organization name.
Merchant ID The merchant’s unique alphanumeric identifier. There is a unique

Merchant ID for each merchant account/profile.

Note: You cannot change the Merchant Name and Merchant ID. Should you require any changes to
these fields, please contact your MSO.
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International Definitions

The Internationalization section on the Configuration Details screen contains the following information:

Field Description
Locale The default language displayed in Merchant Administration unless
overridden by the Operator.
Time Zone The user's Time Zone. This is the local time on all merchant

transactions unless overridden by the Operator.

Note: You cannot change these fields. Should you require any changes to these fields, please contact
your MSO.

Configuration Details - Virtual Payment Client

Field Description

Access Code The access code is an identifier that is used to authenticate the
merchant for Virtual Payment Client transactions.
The access code is generated automatically when the merchant is
granted the privilege to use the Virtual Payment Client.

Secure Hash Secret The secure hash is generated automatically and assigned to you
when you were granted the Virtual Payment Client privilege.
It is unique for each merchant and you must always have at least
one secure hash secret but may have up to two secure hash
secrets.
The secure hash is only relevant to 3-party Virtual Payment Client
transactions, as the transaction is sent to the Payment Server
using the cardholder’s browser and the response is returned to
your website using the cardholder’s browser, the Secure Hash
Secret is used to prevent a cardholder from trying to change the
transaction details.
The Secure Hash Secret is made up of alphanumeric characters
which are appended to the transaction.

3-Party Return URL The default return web address when using the Virtual Payment
Client interface.
The cardholder is returned to this URL at the completion of the
transaction, where the merchant initiated the payment via the
Virtual Payment Client without specifying a return URL.
The Return URL must start with either http:// or https://and may be
up to 255 characters.
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Configuration Details - Payment Client

The Payment Client section on the Configuration Details page displays and allows you to edit
configuration information associated with the use of the Payment Client interface.

Field Description

Client 3-Party Return URL The default return web address for the Payment Client interface.
The cardholder is returned to this URL at the completion of the
transaction when the merchant initiated the payment using the
Payment Client without specifying a return URL.

It can be a complete URL that defines the exact location of the
receipt page, or it can be a partial URL that starts with HTTP or
HTTPS and defines the machine where the receipt file is located.
The complete URL for defining the receipt page can be a
combination of both components, the Merchant Administration
component and the ReturnURL component in the digital order.
When setting the web return address you can either:

= Enter the complete URL in Merchant Administration.
= Enter the complete URL in the digital order.

= Enter part of the URL in Merchant Administration and the
remaining part in the Digital Order.

Note: If the ReturnURL in the Digital Order starts with either HTTP
or HTTPS, it overwrites any return URL that you enter in Merchant
Administration. If you use the ReturnURL in the Digital Order, you
do not need to provide a ReturnURL in Merchant Administration.

Editing Your Configuration Settings

How to edit your configuration settings

1 Select 'Admin' from the Main menu.

2 Select 'Configuration Details' from the submenu.
3 Click the [Edit] button.
4

Some of the fields can be changed. Enter changes in the fields that permit changes and click the
[Submit] button.

5 The Configuration Details on page 69 screen re-displays with the changed information.

Editing Merchant Configuration - Virtual Payment Client

On the Configuration Editor page, you can edit the following for the Virtual Payment Client:

= Secure Hash Secret on page 72
= 3- Party Return URL on page 72

Note: Only the Secure Hash Secret and return URL can be edited. The Access Code cannot be
edited. You can have a maximum of two secrets and a minimum of one.
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To Add a Secure Hash Secret

To add a secure hash secret on the Configuration Editor page:

1 Click the [Add] button. The page refreshes and a second secure hash secret is added. There are
now two secure hash secrets displayed on the page with a delete button next to each secret.

2 Click the [Submit] button. The Configuration Details page re-displays, with the updated
information.

To Delete a Secure Secret Hash
On the Configuration Editor on page 72 page:

1 Click the [Delete] button to the right of the Secure Secret Hash that you want to permanently
remove.

2 The page refreshes and the Secure Hash Secret is deleted to display the remaining secret with an
add button next to it. If the first secret is deleted then what was previously the second secret
becomes secret one.

3 Click the [Submit] button. The Configuration Details page re-displays, with the updated
information.

To Edit ReturnURL
On the Configuration Editor on page 72 page:
1 Enter a URL in the Return URL field.

2 Click the [Cancel] button to undo any changes that you have just made, otherwise click the
[Submit] button. The Configuration Details page re-displays, with the updated information.

Editing the Payment Client

On the Configuration Editor page:

1 Enter a URL in the Client 3- Party Return URL field.
2 Click the [Submit] button. The Configuration Details page displays with the changed information.

Managing Merchant Administration Operators

Merchant Administration allows you to create, modify, enable, and delete an Operator’s details. Before
you can perform these functions you must have the user privilege Perform Operator Administration.
This is done in the Operator Details page from the Admin menu.

You can create and edit Merchant Administration Operators.

To manage Operators:

1 From the Main menu, select Admin> Operators. The Merchant Administration Operator List page
displays.

2 You can choose to either create an Operator, edit an Operator, change an existing Operator's
password, or delete an Operator.

Note: This page displays a list of all existing Merchant Administration Operators.
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Types of Operators

There are three types of Operator:

Web-based Operators - these are Operators who perform Administration functions using the
Merchant Administration web interface as described in this guide.

Primary Operator - When your merchant profile is created, a primary Operator (Administrator) is
also created. This Operator is allocated privileges to create, modify and delete other Operators.
This Operator can also be modified and viewed, but not deleted.

Payment Client Operators - these are Operators who perform Administration functions using the
Payment Client. This Operator must have the user privilege Advanced Merchant Administration.
Advanced Merchant Administration uses the Payment Client to directly access the Payment
Server to perform all transaction-related actions integrated with a merchant’'s own payment
software interfaces. Information on how to integrate Advanced Merchant Administration with your
software application is given in the Payment Client Integration Guide.

Note: An Operator with Advanced Merchant Administration privilege selected will not be able to log in
to Merchant Administration.

Creating a New Merchant Administration Operator

To create a new Merchant Administration Operator:

1 From the Main menu, select Admin > Operators. The Merchant Administration Operator List page
displays.

2 Select Create a new Merchant Administrator Operator. The Merchant Administration Operator
Details on page 74 page displays.
It consists of sections for recording details, security and transaction privileges for new Operators.
Enter the details as required.

4  Click the [Submit] button.
The Merchant Administration Operator List re-displays and includes the new Operator.
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Merchant Administration Operator Details page

To create a new Merchant Administration operator, fill in the following fields.

Mandatory fields on the screen are indicated by a red asterisk.

Operator Details

Field Description
Merchant ID The merchant’s unique alphanumeric identifier. There is a unique
Merchant ID for each merchant account/profile.
Operator ID The unique identifier of the merchant Operator.
Operator Name The name of the Operator.
Description Extra description of the user (for example, job title, department or

Email Address

Password

Confirm Password
Locale

Time Zone

Security
Field
Lock Operator Account

Must Change Password at Next

Login
Password never expires

level of privileges allocated).

The Operator's email address.

If Password Reset functionality is supported by your MSO, then a
temporary password is sent to this email address when the
Operator uses the Forgot Password link on the Login screen to
request a password reset.

The password must be at least eight characters long and contain
at least one alphabetical character and numeric character. The
password is case sensitive.

Enter the password again in this field for confirmation when adding
a new password or changing an existing one.

The default language displayed in Merchant Administration unless
overridden by the Operator.

The user's Time Zone. This is the local time on all merchant
transactions unless overridden by the Operator.

Description

Allows an Operator with administration privileges to lock out an
Operator. The locked out operator will be unable to log on to
Merchant Administration until an Operator with administration
privileges clears the check box to re-enable the Operator.

For an Operator with "Enable Advanced Merchant Administration
Features" privilege, this check box is automatically selected as a
result of five failed login attempts.

Note: If Password Reset functionality is supported by your MSO,
then selecting this check box will prevent the Operator from using
the Forgot Password link on the Login screen to request a
password reset.

If selected, the next time an Operator logs in they are required to
change their password.

If selected, an Operator’s password will not expire. If cleared, the
password shall expire at the end of the default period.
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Change Their Own Password

Password Reset Required

Transactions
Field

Perform MOTO Transactions

Perform Verification Only
Perform Captures

Perform Stand Alone Captures
Perform Bulk Captures

Perform Refunds

Merchant Maintenance
Field

Modify the merchant
configuration

Perform operator administration

The Operator is allowed to change their own password.

Note: If Password Reset functionality is supported by your MSO,
then enabling this privilege will allow the Operator to use the
Forgot Password link on the Login screen to request a password
reset.

Indicates if password reset is required. This field is set to "Yes"
after five failed login attempts else set to "No".

You may request a password reset using the Forgot Password link
on the Merchant Administration log-in screen provided you have
"Change Their Own Password" privilege or contact the
Administrator for a password reset. For information on how to
reset an Operator's password, see Changing an Operator's
Password on page 79.

Description

Allows the operator to create orders in Merchant Administration
and allows user to mark orders as complete.

Allows the operator to perform address verification on cardholders.
Allows the operator to perform captures and allows user to mark
orders as complete.

Allows the operator to perform captures for orders authorised
manually, or in an external system.

Allows the operator to perform a capture against a set of selected
orders.

Allows the operator to give refunds. A refund is the transfer of
funds from a merchant to a card holder.

Description
Allows the operator to edit the merchant’s configuration details.

Allows the operator to create, edit and delete other Operator's
details.

If Password Reset functionality is supported by your MSO, then
enabling this privilege will prevent the Operator from using the
Forgot Password link on the Login screen to request a password
reset.
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General Privileges

Field Description
Perform Settlements Operator may perform settlements.
Perform actions with a This is a supervisor override. An operator who does not have the
supervisor’'s password privileges to perform actions, such as purchases, refunds and

voids, may still perform actions if they have this privilege. The
supervisor's username and password may be used to perform
actions available on the Order Details page.

A Supervisor is any Operator who has the user privileges to
perform the required actions.

View Gateway Reports Operator can view Gateway Reports.
Advanced Merchant Allows the merchant to perform administration functions through
Administration an interface with the Payment Client. The merchant can access

the Payment Gateway to directly perform all transaction-related
actions (for example, voids, purchases, and refunds) integrated
with merchants’ software interfaces, rather than using the portal.

Note: If this privilege is selected for a Merchant Administration
Operator, the operator will not be able to use Merchant
Administration or use the Forgot Password link on the Login
screen to request a password reset. The latter is only applicable if
the Password Reset functionality is supported by your MSO.

Download Transaction Search  Allows the Operator to download transaction information in a text
Results file.
The file contains the orders with all the associated Financial
Transactions and Payment Authentication Transaction data.
The format of the file is a Comma Separated Value file and ends
with the extension .csv. This format is used to transfer data from
one application to another. Most database systems can import and
export comma-separated value files, which can be used in any
spreadsheet program.

Allow Payment Client Download Allows you to download the Payment Client software.

Allow Software Download Allows the merchant to download software and documentation
from the Payment Server. For example, the merchant may need to
download the Payment Client.

Note: This privilege is a prerequisite to the Payment Client
Download and Documentation Download privileges.

Allow Merchant Administration  Allows the operator to download documentation from Merchant
Documentation Download Administration portal.

Enable Translation Portal Allows the Operator to use the translation portal to change the
language of the interface

Permit Site Resource Bundle Allows the merchant to use the translation portal for a site.
Translation

Permit Merchant Group Allows the merchant to use the translation portal for a merchant
Resource Bundle Translation group.

Permit MSO Group Resource Allows the merchant to use the translation portal for a MSO group.
Bundle Translation

Permit MSO Resource Bundle  Allows the merchant to use the translation portal for a MSO.
Translation

View Settlement Pages Allows the merchant to view batch settlement details.
Initiate Manual Batch Closure Allows the merchant to trigger settlement for a batch.
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May Configure Risk Rules

May Perform Risk Assessment
Review

May Configure Integration
Settings

Allow Import Wizard Download

Editing Operators

Allows the Operator to configure risk rules for a merchant.
See Using External Risk Only section to learn how to define
operator privileges for use with Interceptas.

Allows the Operator to make a decision on whether to accept or
reject an order based on the risk assessment results.

See Using External Risk Only section to learn how to define
operator privileges for use with Interceptas.

Allows the operator to configure integration settings for a
merchant. The integration methods include API or Hosted Batch,
which allow the merchant application to directly connect to the
payment gateway.

Allows the operator to download the import wizard.

To edit a currently configured Operator:

1 From the Main menu, select Admin > Operators. The Operator List on page 72 page displays.

2 The Edit an Operator section lists all existing Operators. You can do any of the following:

= To edit a particular Operator, click Edit. The Operator Details page displays.

= To delete a particular Operator, click Delete. A message prompts you to confirm deletion. Click
OK or Cancel as appropriate.

= To change an Operator's password, click Change Password link. The Change Password page

appears.

Note: The Change Password link does not display for the logged in user. Use Admin > Change
Password on page 80 to change the password of the currently logged in Operator.
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Unlocking an Operator Account

If a Merchant Administration Operator with administration privileges enables "Lock Operator Account”
privilege for the Operator profile then the Operator gets locked out of Merchant Administration.

Note: To reinstate a locked out Merchant Administration Operator, you must have the May Perform
Operator Administration user privilege.

To reactivate a locked out Merchant Administration Operator, log in as an activated Operator with the
appropriate privileges:

1 From the Main menu, select Admin > Operators. The Merchant Administration Operator List page
displays.

2 ldentify the Operator to edit and select 'Edit'. The Operator Details display, with the existing
values and settings in the fields.
Clear the Lock Operator Account check box.

4  Click the [Submit] button to commit the changes. The Operator’s account has now been unlocked
and the Operator can log in with the existing password.

AMA Operator

For an operator with "Enable Advanced Merchant Administration Features" privilege enabled, the
"Lock Operator Account" check box is automatically selected as a result of five failed login attempts.
To reinstate a locked out AMA Operator, you must not only clear the Lock Operator Account check
box (see steps 1-4) but also reset the password using the steps outlined below.

a From the Main menu, select Admin > Operators. The Merchant Administration Operator List page
displays.

b Identify the Operator and click Change Password link. Enter a new password for the merchant in
the Password field and retype that password in the Repeat Password field. You need to
provide this new password to the Operator.

¢ Click the [Submit] button to commit the changes. The AMA Operator’'s account has now been
unlocked and a new password has been created.
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Managing Passwords

You may need to change an Operator's password, unlock an Operator's login, or change your own
password from time to time. Before you attempt to do this, you must be aware of the prerequisites and
requirements.

Prerequisites

To change an Operator’s password you must have May Perform Operator Administration operator
privilege. See Operator Details.

Password Requirements

The password:

= Must be at least 8 characters, and include at least one alphabetic character and numeric
character, for example, password_1

= Must not be the same as one of the previous 5 passwords.

= Must not be the same as the operator name.

Password Options

When creating or modifying an Operator record, you can select whether the Operator password
expires on next login. The Operator is then prompted to change their password at the next login
attempt. Alternatively, you can select ‘Password never expires’ so that the Operator never needs to
change their password. If ‘Password never expires’ is left unchecked, the password shall automatically
expire every thirty days.

If given the required privileges, Operators can change their password at any time, but they cannot re-

use that password for the next five password changes. They can also reset their own password if the
existing password has been forgotten. See Resetting a Password.

Changing an Operator's Password

Note: To change an Operator's password, you must have “May Perform Operator Administration” user
privilege.

To change an Operator's password:

1 From the Main menu, select Admin > Operators. The Merchant Administration Operator List page
displays.

2 Identify the Operator in the Edit Operator section, and click Change Password link. The Change
Operator Password page displays.

Enter the New Password, and re-enter the new password in the Confirm New Password field.
4 Click the [Submit] button.
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Changing Your Own Operator Password

Prerequisite
You must have Change Own Password operator privilege. See Operator Details.
To change your password:

1 From the Main menu, select Admin " Change Password. The Change Password page displays.

2 Enter the Old Password, the New Password, and re-enter the new password in the Confirm
Password field.

3 Click the [Submit] button.

The password is changed, and you will have to use the new password the next time you log in.

Manage Banamex Payment Plans

How to manage Payment Plans

1 Select 'Admin' from the Main menu.

2 Select 'Manage Payment Plans' from the submenu. The Manage Payment Plans page displays.

Note: If you have multiple acquirer links, the Acquirer Link Selection on page 82 page displays.

Add payment plans as required in the Add Payment Plan on page 81 section.

4  Manage your payment plans as required in the Payment Plans on page 82 section.

Note: Only merchant operators with administrator privileges can view and manage payment plans.

Page 80 of 126 Commercial in Confidence
Copyright © 2011 TNS Payment Technologies Pty Ltd.



Merchant Administration User's Guide 81

Adding a Payment Plan

Field Description

Plan Name A merchant-supplied identifier for the payment plan. The Payment
Plan Name is unique per Payment Plan Type for the merchant.

Note: The maximum field length is 20 characters.

Plan Type The payment plan types enabled for the merchant. Only Payment
Plans enabled in the merchant profile by the MSO are available for
configuration.

Plan Terms (Cardholder The number of monthly installments and/or deferrals for each

Options) Payment Plan. The number of installments and deferrals vary from
plan to plan.

How to Configure Payment Plan Terms

Payment Plan terms include:

= (Optional) Installments — number of monthly payments to pay for goods, if applicable to the plan.
= (Optional) Deferrals — number of months, payments can be deferred, if applicable to the plan.

To configure installments:

1 Review and select an installment term from the pre-defined set of default installment terms listed
under No of Installments, paid monthly.

2 If you wish to add a new installment term, type the number of installments (less than 99 months)
for the term in the installments text box and click the [Add Installment] button.

The new installment term displays in the No of Installments, paid monthly list box.

3 If you wish to delete any installment terms, click the [Remove] button. You can use the <Ctrl> key
to select multiple installment terms.

To configure deferrals:

1 Review and select a deferral term from the pre-defined set of default deferral terms listed under
Deferral Months.

2 If you wish to add a new deferral term, type the number of deferral months (less than 99 months)
in the deferral months text box and click the [Add Deferral] button.

The new deferral term displays in the Deferral Months list box.

3 If you wish to delete any deferral terms, click the [Remove] button. You can use the <Ctrl> key to
select multiple deferral terms.

After configuring the payment plan terms, click the [Add] button to add the payment plan to the Using
Payment Plans on page 82 list. Click [Cancel] to reset the Add Payment Plan section.
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Using Payment Plans

# Of # Of .

Plan ID Payment Plan Installments Deferrals Status Action
BFWOIZ Bana2 - Pay in installments, interest-free [3, & 12, 18] [] Disabled Enable Edit

Banamex21 - Pay in installments after a deferral B -
BPWOI1 period, with interest [6. 9. 12] [2, &, 8] Enabled Disable Edit

Field Description
Plan ID A auto-generated unique identifier for the payment plan. The Plan
ID is unigue across all Payment Plan Types for the merchant.

Payment Plan A concatenation of Payment Plan Name and Payment Plan Type

(<Plan Name> - <Plan Type> as entered in the Add Payment
Plan section. For example, Banamex - Pay without Interest.

# Of Installments The installment terms in months configured for the payment plan. If
installments are not applicable to the plan type, [] is displayed.

# Of Deferrals The deferral terms in months configured for the payment plan. If
deferrals are not applicable to the plan type, [] is displayed.

Status The status of the payment plans. Valid values are:

= Enabled — enables the payment plan to be available for
selection in the Create Order page.

= Disabled — makes the payment plan unavailable for selection
in the Create Order page.

Action Provides two actions:

= [Enable/Disable] button — allows you to either enable or
disable the payment plan. Disabled payment plans are greyed
out in the Payment Plans list.

= [Edit] button — allows you to edit the payment plan and apply
changes, if any. Click [Save] button to save the changes or
[Cancel] to exit the edit mode.

Note: You cannot edit the Plan ID field.

Acquirer Link Selection

If you have configured multiple acquirer links for the same acquirer, the Acquirer Selection page
displays.

Acquirer Selection

Acguirer Card Types Currencies

eGlobal — 213234234 E L‘D |==I % @ % “isa ViIsA MXN USD | Show
e e b Cia DERT =

eGlobal — 12245 MM Show
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The card types and currencies configured for the acquirer link are also displayed. Click the [Show]
button next to the acquirer link against which you wish to configure payment plans.

The name of the acquirer link displays in the Add Payment Plan section label to indicate the acquirer

link that's currently selected for configuration. Follow the steps outlined in Adding a Payment Plan on
page 81 and Using Payment Plans on page 82 to configure and manage payment plans.

Add Payment Plan — eGlobal — 213234234

Plan Name *  [TESTBANA

Plan Type Fay in installments after a deferal pericd, with interest W

Plan Terms (Cardholder Options) No of Installments, paid monthly Deferral Months

3 installments 3 defemed months
8 installments 8 =d months

9 installments ed months

Remowe Remowe

12 installments

18 installments

24 installments

installments Add Installment deferral menths Add Deferral
Add Cancel
Payment Plans

Plan # Of # Of -
D Payment Plan Installments Deferrals Status Action
BOLWIL banan - Pay in installments after a deferral period, with 3, 6, 9, 59 2, 12, 95 Enabled| | Disable Edit

interest

Downloading Software and Documentation

To download software and documentation you must have the Allow Merchant Administration
Documentation Download privilege set.

How to download software and documentation

1 Select 'Admin' from the Main menu.
2 Select 'Software and Documentation' from the submenu.

3 Click the appropriate link and follow the prompts to download the required file.
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CHAPTER 9

Managing Risk

With the incidence of credit-card fraud increasing year by year, providing a cost-effective fraud
management solution is acknowledged as one of the primary challenges of the payment services
industry today. Merchants and those providing payment solutions to merchants, specifically in the
Card-Not-Present (CNP) domain, are exploring different avenues to combat fraudulent transactions
and increase their profitability. TNS' Risk management solution simplifies fraud monitoring and
detection, and has been devised to cater to most of the requirements of the Card-Not-Present (CNP)
industry.

TNS' Risk management solution supports both internal risk management and external risk
management to perform risk assessment of transactions. Internal risk management refers to merchant
and MSO risk rules configured using Merchant Administration and Merchant Manager. External risk
management refers to any external risk provider that integrates with the gateway to perform risk
assessment of transactions processed through the gateway.

This chapter describes how to use both internal and external risk modules. It contains the following
sections:

= Accessing Risk Management

= Using Internal Risk Only

= Using External Risk Only

= Using Both Internal Risk and External Risk

= Searching for Orders Based on Risk Recommendation on page 124

Throughout the documentation, the terms "internal risk" and "external risk" will be used to refer to
internal risk management and external risk management respectively.

Note: The Internal Risk module is used to define rules for the Internal Risk Rules service only. Rules
for the external risk provider will be defined in the external system and will not be visible through
Merchant Administration.
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Introduction to Internal Risk

The Internal Risk module enables MSOs and merchants to mitigate fraud effectively using a set of
business risk rules. These risk rules are configured to identify transactions of high or low risk thereby
enabling merchants to accept, reject, or mark transactions for review based on risk assessment.

Typically, merchants adopt a combination of fraud prevention tools, for example, Verified by Visa,
MasterCard SecureCode, AVS, CSC (Card Security Code), manual screening of orders, etc., to
combat fraud. These tools have proved to be highly useful and efficient with the merchants hosted on
our payment server; however, with the introduction of the Risk Management solution, the merchants
can now automate the process of accepting, rejecting, or reviewing the order based on the risk
assessment results. The risk rules are evaluated to determine the action taken on the order thereby
demanding merchant operator intervention only when an order qualifies for a review decision. This
functionality also allows flexibility to bypass risk assessment for individual orders if the merchant
operator deems the card holder to be trustworthy and decides to proceed with a rejected order (unless
the order is rejected at the MSO level).

The solution introduces various rules for risk mitigation — IP Country, Card BIN (Bank Identification
Number), Trusted Cards, Suspect Cards, 3-D Secure, IP Address Range, AVS, CSC — each rule
contributes differently to the risk profile. IP Address Range and Card BIN rules enable
blocking/reviewing transactions from high-risk IP address ranges and high-risk BIN ranges
respectively. Trusted Cards and Suspect Cards allow you to create lists of trustworthy card numbers
and suspected card numbers respectively. 3DS rules enable you to block/review/accept transactions
based on authentication states and IP Country rules enable you to block/review countries with high-
risk IP addresses. AVS/CSC rules allow you to block/review/accept transactions based on AVS/CSC
response codes.

Rules can be configured at both the merchant level and MSO level; however, Suspect Cards, Trusted
Cards, and AVS rules can be configured at the merchant level only. The risk assessment results and
details are displayed in the order response and order details screens for risk analysis. You can also
search for orders based on the risk assessment results.
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Risk Management Architecture

Risk Management primarily comprises of risk rule configuration and process management. You can
choose to configure different types of risk rules based on your business needs. The results of risk
assessment are processed automatically — the orders are either accepted, rejected, or marked for
manual review. Orders marked for review may result in proceeding with the order or may be cancelled.
You can also choose to resubmit rejected orders by bypassing all risk checks (unless the order is
rejected at the MSO level).

Note 1: MSO level risk rules always override merchant level risk rules.

Note 2: You cannot bypass MSO level risk rules.

The diagram below illustrates the process flow of an order when risk management is enabled for a
merchant.
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Configure Risk Rules
- Trusted Cards
- Suspect Cards
- IP Address Range Rules
- IP Country Rules
- Card BIN Rules
- 3-D Secure Rules
- AVS Rules
- CBC Rules

Key:

Pre-Transaction Risk Assessment

No Action == Accept == Accept Order

Y

Posi-Transaction Risk Assessment

=configured risk action= == <pverall risk result= == <impact=

Always Accept == Accept == Accept Order

Review == Review == Accept Order / Cancel Order
Reject == System Reject == Block Order (M30)
Reject == Reject == Block Order (Merchant)
Always Reject == Reject == Block Order

No Action == Accept == Accept Order

Review == Review == Accept Order / Cancel Order
Reject == System Reject == Cancel Order (MSO)
Reject == Reject == Cancel Order (Merchant)

Authentication
MSO Pre- Payment Failed
transaction Server allows 3D.S !
Rick Checks transaction to Authentication
proceed
o é Reject
I ¥
Merchant Pre- ,
transaction Risk Reject ¥
Checks Always Reject
k 4
5 E % System Reject Block
Z25 |28 3 Reject | | Order
LT |24
¥ L 4 >
. Calculate
Process COverall Risk
Transaction Result Review Cancel
F * *<_the Order? Order
L >
k
MS0O Post- i
transaction FEEJELm-,= Accept . Accept
Risk Checks Not Checked Order
[=]
3
4 v
Merchant Post- .
transaction Risk Relect=
Checks
Ma Action -
Review v
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'3DS Authentication is required only if:

= the card type supports a 3DS authentication scheme;
= the merchant has the privilege to use this 3DS authentication scheme; and

= the merchant acquirer link has authentication details configured to use this 3DS authentication
scheme.

Note: Risk assessment after the financial transaction (post-transaction risk assessment) is not
applicable to Referred transactions (Authorisation or Purchase transactions that received a "Refer to
Issuer" acquirer response).
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Basic Concepts

To use the Risk Management module effectively, you must understand the following concepts:

Risk Rules

A set of rules defined to identify high or low risk transactions. For example, an IP Country rule
definition that rejects "Country A" will treat all transactions from "Country A" as high risk; and a trusted
card rule will treat all transactions from the specified trusted card number as low risk.

Risk Recommendation

The final action taken on the order based on the risk assessment performed. This action is determined
after evaluating risk rules configured at the MSO and merchant level.

Internal Risk
Merchant and MSO risk rules configured using Merchant Administration and Merchant Manager.
External Risk

Any external risk provider that integrates with the gateway to perform risk assessment of transactions
processed through the gateway.

Clash Action

The final action taken when results of two different risk rules have the same priority, i.e., one rule
results in "Always Accept" and another in "Always Reject". As a processing guideline, "Always Accept"
and "Always Reject" have the highest priority followed by "Reject", "Review" and "No Action".

MSO Rules

A set of rules configured at the MSO level. MSO rules always override merchant rules.

Merchant Rules

A set of rules configured at the merchant level.

Trusted Cards

A set of credit card numbers owned by those card holders whom the merchant considers trustworthy
to transact with.

Suspect Cards

A set of credit card numbers owned by those card holders whom the merchant considers
untrustworthy to transact with.

No Action

A type of action defined in the Risk Management tool, which enables the transaction to be processed
normally.

Accept
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A type of action defined in the Risk Management tool, which enables the transaction to be processed
normally after risk assessment is performed.

Reject

A type of action defined in the Risk Management tool, which enables the transaction to be rejected
automatically.

Review

A type of action defined in the Risk Management tool, which enables the transaction to be manually
reviewed to be either accepted or cancelled.

System Reject

A type of action defined in the Risk Management tool, which enables the transaction to be rejected at
the MSO level because the risk rules configured at the MSO level evaluate to reject the transaction.

Not Checked

A type of action defined in the Risk Management tool, which enables the transaction to be processed
by bypassing risk assessment when the MSO rules do NOT evaluate to a risk result of Reject. It also
implies a condition where neither MSO nor merchant risk rules are configured in the system.

Always Accept

A type of action defined in the Risk Management tool, which enables the transaction to be always
processed normally. Trusted Cards are always set to this action; however, you can also choose to
configure a 3-D Secure authentication state to "Always Accept”. A rule configured to the action
"Always Accept" overrides all other actions except "Always Reject".

Always Reject
A type of action defined in the Risk Management tool, which enables the transaction to be always

rejected automatically. Suspect Cards are always set to this action. A rule configured to the action
"Always Reject" overrides all other actions except "Always Accept".
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Accessing Internal Risk

To use the internal risk module, the MSO must enable Internal Risk Rules privilege for the merchant.
This enables the merchant to:

= grant risk management administration privilege to merchant operators,

= perform risk assessment of orders, and

= bypass risk assessment.

The privileges available for a merchant operator are:

= May Configure Risk Rules — enables the merchant operator to configure risk rules.

= May Perform Risk Assessment Review — enables the merchant operator to review the risk
recommendation.

= May Bypass Risk Management — enables the merchant operator to process orders without
performing risk checks.

For more information on these privileges, see Merchant Operator General Privileges.

Viewing Risk Management Summary

The Risk Management Summary page introduces the Risk Management module and provides various
options for risk mitigation on the left pane.

The Action Items menu allows you to take action on some pending tasks associated with risk
assessment. For more information, see Action Items on page 93.

The risk rules configuration submenu allows you to configure risk rules for IP Country, IP Address
Range, Card BIN, Trusted Cards, Suspect Cards, 3-D Secure, AVS, or CSC. To do this, click the rule
type, which takes you to the corresponding configuration page. See Working with Rules. on page 94
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Action Items

(x) the number "X" represents the count, i.e., the number of orders that require action.
icon indicates a necessary action; it appears only when the count > 0

&4 icon indicates no action required; it appears only when the count = 0

The currently available links in Action Items are:

= Risk Assessments for Review

Note: This link appears only if the merchant operator has May Perform Risk Assessment Review
privilege.

= Failed Risk Reversals

Risk Assessments for Review

Clicking this link takes you to the Risk Assessments for Review page on the Risk Management tab in
the main menu. The Action Items menu and risk rules configuration submenu are displayed on the
left pane. A list of orders awaiting review decision are displayed on the right pane.

Click the Order ID link to review the risk assessment. For more information, see Risk Assessment
Details

Failed Risk Reversals

Clicking this link takes you to the Failed Risk Reversals page on the Risk Management tab in the main
menu. The Action Iltems menu and risk rules submenu are displayed on the left pane. A list of orders
with failed risk reversals are displayed on the right pane.

A failed risk reversal typically occurs when the system fails to automatically reverse a
rejected/cancelled order that was assessed for risk. Orders rejected/cancelled due to risk assessment
after the financial transaction are automatically attempted for a reversal by the system. The reversals
can fail due to the acquirer not supporting reversals or an acquirer being unavailable. For more
information on order reversals, see Risk Assessment Details.

Click the Order ID link to retry the order reversal. For more information, see section "When Risk
Recommendation is Set to Reject" in Implications of Risk Recommendation.

Note: You can choose to dismiss review decisions or failed risk reversals such that they do not appear
as an action item. For more information, see Dismissing Review Decisions or Failed Risk
Reversals on page 94.
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Dismissing Review Decisions or Failed Risk Reversals

In the Risk Assessments for Review or the Failed Risk Reversals page, you may choose to manually
dismiss the review decision or a failed risk reversal for an order. You may want to do this because you
have settled the order off-line directly with the customer or you have other high priority tasks and do
not wish to take any action on alerts.

To dismiss a review decision or a failed risk reversal:

1 Select the Dismiss check box on the order for which you wish to dismiss the review decision or
the failed risk reversal.

Click [Select All] to select all orders for dismissal.
2 Click the [Dismiss] button.

Working with Rules

Rules are the building blocks of the Risk Management functionality — they enable merchants to
identify high risk transactions thereby preventing merchants from processing fraudulent transactions.
The risk rules can be configured by the MSO or the merchant; however, the MSO's risk settings
always override the merchant's risk settings. All updates to the risk rules are captured in the system's
audit log.

Types of Rules

Currently, our Risk management solution supports the following types of rules:
= |P Country Rules on page 106 — enables you to block transactions based on IP addresses of
countries.

= |P Address Range Rules on page 101 — enables you to block transactions based on IP
addresses of transactions.

= Card BIN Rules on page 110 — enables you to block transactions based on BINs (Bank
Identification Numbers).

= Trusted Cards on page 95 — enables you to always accept transactions from the card humbers
identified as Trusted Cards.

= Suspected Cards on page 98 — enables you to always reject transactions from the card
numbers identified as Suspect Cards.

= 3-D Secure Rules on page 113 — enables you to block transactions based on 3DS authentication
states.

= AVS Rules on page 118 — enables you to block transactions based on AVS (Address Verification
Status) response codes.

= CSC Rules on page 122 — enables you to block transactions based on CSC (Card Security
Code) response codes.
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Trusted Cards

Trusted cards list is a set of credit card numbers owned by those card holders whom the merchant
considers trustworthy to transact with. Typically, a card holder with a good record of transaction history
has a high potential of being added to the trusted card list. Configuring trusted card rules ensures that
transactions from trusted cards are always accepted.

Before you attempt to add trusted cards, you must be aware of the prerequisites.
Prerequisite

To add trusted cards, you must have May Configure Risk Rules operator privilege. See Merchant
Operator General Privileges.

Adding a Trusted Card Number

How to add a trusted card number

1 From the Main menu, select Risk Management > Trusted Cards. The Trusted Cards page
displays.

2 In Add New Card Number section, enter the following information.

Card Number Card Holder Name Reason

* |5123456789012346 lan Hill Good Il'srzss:xi:r' histao|
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Field Description
Card Number The credit card number of the card holder.
Card Holder Name The name of the card holder. This is an optional field.
Note: The card holder name cannot exceed 40 characters.
Reason The reason for which you want to add the specified card
number as a trusted card number. This is an optional field.
Note: The reason cannot exceed 40 characters.
3 Click the [Add] button. The Trusted Cards page re-displays with the updated current Trusted Card

Numbers list sorted by card numbers. The card numbers are displayed in the 6.4 card masking
format irrespective of the card masking format configured for the merchant.

Select: All | None Filter By Card Number: Go || Clear

Remowve Trusted Card Numbers

Select Card Number Card Holder Name Reason

I:‘ 34567 Bxooooc0007 Darrell Louis Masked numbers are different Edit
I:‘ 352812=0012 Scott Adam Short JCB Edit
I:‘ 457 199xaaox0003 Helten Serrac Resulted in chargebacks last time Edit
I:‘ S00000xoonononddDns Alan Harper Edit
|:| 51011 2woooox0003 Kitty Kugyela Edit
I:‘ 5123450002346 Ian Hill Good transaction history Edit

Reviewing Current Trusted Card Numbers

How to review the current trusted card numbers

1 From the Main menu, select Risk Management > Trusted Cards. The Trusted Cards page
displays. The Current Trusted Card Numbers section displays a list of all currently added trusted
card numbers and their corresponding details.

If the list of trusted cards exceeds 20 entries, pagination triggers which allows you to navigate

between multiple pages.
Select: All | None Filter By Card Number: Go| [ Clear |

Remove Trusted Card Humbers

Select Card Number Card Holder Name Reason
|:| 34567 Bxooooc0007 Darrell Louis Masked numbers are different Edit
[ | 3528129012 Scott Adam Shert ICE Edit
I:‘ 457 19900000003 Helton Serrao Resulted in chargebacks last time Edit
|:| S00000soaooonxi005 Alan Harper Edit
|:| 51011 2wwsoood0003 Kitty Kugyela Edit
I:‘ 5123450002346 Ian Hill Good transaction history Edit

Page 96 of 126 Commercial in Confidence

Copyright © 2011 TNS Payment Technologies Pty Ltd.



Merchant Administration User's Guide 97

2 To filter the list based on a card number:

1. Enter the card number in the Filter by Card Number text box. Click [Clear] if you want to
clear the filter string. Clearing the filter repopulates the entire list of card numbers.

2. Click [Go]. Only card numbers that match the filter criteria are displayed in the Current Trusted
Card Numbers list. The card numbers are sorted in ascending order.

3 To edit a card number:

1. Click the [Edit] option next to the card number record.

[

Select: All | None Filter By Card Number: | m Clear
Remowe Trusted Card Numbers

Select Card Number Card Holder Name Reason

I:‘ 34567 Sxo0ooc0007 Darrell Louis Masked numbers are different Edit

D 3528128012 Scott Adam Short 1CB Edit

I:‘ 457 199000000003 Helton Serrac Resulted in chargebacks last time Edit
* | 500000:0000000000005 | Alan Harper cod transaction histony L.lpdate Cancel
* 15101 120000000003 | Kitty Kugyela |ood transaction history L.lpdate | Cancel

* | 512345000002345 | | lan Hill

ood transaction histony L.lpdate Cancel

2. Make changes to the required fields.

When you modify the card number, ensure that you enter the complete card number for

validation purposes. Editing Card Holder name and Reason do not require you to enter the
card number.

Click the [Update] button to process the changes.

Click [Cancel] if you want to cancel the changes.
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Deleting Trusted Card Numbers

How to delete a trusted card number

1 From the Main menu, select Risk Management > Trusted Cards. The Trusted Cards page
displays. The Current Trusted Card Numbers section displays a list of all currently added trusted
card numbers and their corresponding details.

If the list of trusted cards exceeds 20 entries, pagination triggers which allows you to navigate
between multiple pages.

2 Use the Filter By Card Number option to find card numbers you may want to delete. See
Reviewing Current Trusted Card Numbers on page 96.

Select: All | Mone Filter By Card Number: Clear
Remowe Trusted Card NHumbers

Select Card Number % Card Holder Name Reason

34567 Bxoo0oc0007 Darrell Louis Masked numbers are different Edit
3528129012 Scott Adam Short 1CB Edit
I:‘ 457199 oo0ooK0003 Helton Serrac Resulted in chargebacks last time Edit
I:‘ SO00000ooononoaci00s Alan Harper Edit
I:‘ 51011 2ooooocd003 Kitty Kugyela Edit

3 Select the card number you want to delete by selecting the check boxes under the Select column.
You may use Select All /None to select/clear all card numbers.

4 Click [Remove Trusted Card Numbers] to delete the selected card numbers.

Suspect Cards

Suspect cards list is a set of credit card numbers owned by those card holders whom the merchant
considers untrustworthy to transact with. Typically, a card holder with fraudulent transaction history
has a high potential of being added to the suspect card list. Configuring suspect card rules enable you
to block transactions from suspected cards.

Before you attempt to add suspect cards, you must be aware of the prerequisites.
Prerequisite

To add suspect cards, you must have May Configure Risk Rules operator privilege. See Merchant
Operator General Privileges.
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Adding a Suspected Card Number

How to add a suspect card number

1 From the Main menu, select Risk Management > Suspect Cards. The Suspect Cards page
displays.

2 In Add New Card Number section, enter the following information.

i

Card Number Card Holder Name Reason
* |51234568788012348 | Temi Hill Fraudulent history] Add
Field Description
Card Number The credit card number of the card holder.
Card Holder Name The name of the card holder. This is an optional field.

Note: The card holder name cannot exceed 40 characters.

Reason The reason for which you want to add the specified card number as
a suspect card number. This is an optional field.

Note: The reason cannot exceed 40 characters.

3 Click the [Add] button. The Suspect Cards page re-displays with the updated current Suspect
Card Numbers list sorted by card numbers. The card numbers are displayed in the 6.4 card
masking format irrespective of the card masking format configured for the merchant.

1
L

Select: All | None Filter By Card Number: Go|| Clear

Remowe Suspect Card Humbers

Select Card Number Card Holder Name Reason

|:| 49387 3rxoooooc0001 Lloyd Lane Fraudulent transactions Edit
|:| 5123450000x 2346 Terri Hill Fraudulent history Edit
|:| 514927 xxooxx 0000 Kate Hilton Bad transaction history Edit

Page 99 of 126 Commercial in Confidence
Copyright © 2011 TNS Payment Technologies Pty Ltd.



100

Merchant Administration User's Guide

Reviewing Current Suspect Card Numbers

How to review the current suspect card numbers

1

From the Main menu, select Risk Management > Suspect Cards. The Suspect Cards page
displays. The Current Suspect Card Numbers section displays a list of all currently added
suspected card numbers and their corresponding details.

If the list of suspect cards exceeds 20 entries, pagination triggers which allows you to navigate
between multiple pages.

B

Select: All | MNone Filter By Card Number: Go | | Clear
Remowe Suspect Card Numbers
Select Card Number Card Holder Name Reason
I:‘ 49387 3xooooocdd001 Lloyd Lane Fraudulent transactions Edit
* | 512345m000002348 | Teri Hill Fraudulent history | Update || Cancel
bt 551-152?:90009(3333 :KEI[E Hilton Bad transacticn r‘isth- Update Cancel

To filter the list based on a card number:

1. Enter the card number in the Filter by Card Number text box. Click [Clear] if you want to
clear the filter string. Clearing the filter repopulates the entire list of card numbers.

2. Click [Go]. Only card numbers that match the filter criteria are displayed in the Current Trusted
Card Numbers list. The card numbers are sorted in ascending order.

To edit a card number:
1. Click the [Edit] option next to the card number record.

B

Select: All | MNone Filter By Card Number: Go || Clear
Remowe Suspect Card Numbers

Select Card Number Card Holder Name Reason

] 49387 Ixooooaed001 Lloyd Lane Fraudulent transactions Edit

* |512345000002246 | Temi Hill Fraudulent history Update Cancel

| Kate Hilton Bad transacticn histon, Update || Cancel

* | 51492Ts00000d0000

2. Make changes to the required fields.

When you modify the card number, ensure that you enter the complete card number for
validation purposes. Editing Card Holder name and Reason do not require you to enter the

card number.
Click the [Update] button to process the changes.
4. Click [Cancel] if you want to cancel the changes.
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Deleting Suspect Card Numbers

How to delete a suspect card number

1 From the Main menu, select Risk Management > Suspect Cards. The Suspect Cards page
displays. The Current Suspect Card Numbers section displays a list of all currently added
suspected card numbers and their corresponding details.

If the list of suspect cards exceeds 20 entries, pagination triggers which allows you to navigate
between multiple pages.

2 Use the Filter By Card Number option to find card numbers you may want to delete. See
Reviewing Current Suspect Card Numbers on page 100.

Select: All | Mone Filter By Card Mumber: Go || Clear
Remowe Suspect Card HNumbers %

Select Card Number Card Holder Name Reason

49387 3xoaoax0001 Lloyd Lane Fraudulent transactions Edit

512343 0omuK 2346 Terri Hill Fraudulent history Edit

I:‘ 514927 000000000 Kate Hilton Bad transaction history Edit

3 Select the card number(s) you want to delete by selecting the check boxes under the Select
column. You can click Select All / None to select/clear all card numbers.

4  Click [Remove Suspected Card Numbers] to delete the selected card numbers.

Configuring IP Address Range Rules

IP addresses can help in identifying the origin of the transaction and thus the location of the card
holder. Configuring IP Address Range rules enable you to block or review transactions from a specific

IP address or IP addresses within a range.
At the merchant level, you can configure IP address ranges to belong to only two categories:

=  Review (processed or blocked manually)
= Reject (blocked automatically)

Before you attempt to configure IP Address Range rules, you must be aware of the prerequisites.

Prerequisite

To configure IP Address Range rules, you must have May Configure Risk Rules operator privilege.
See Merchant Operator General Privileges.
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Adding an IP Address Range Rule - Merchant

How to add an IP Address Range Rule

1 From the Main menu, select Risk Management > IP Address Range Rules. The IP Address Range
Rules page displays.

Note: You cannot override the IP Address Range Rules configured by your MSO.

2 In Add IP Address Range Rule section, enter the following information to add a new range for
blocking. You can choose to block a single IP address or an IP address range. For example, if you
want to block IP Address 192.0.2.255, simply type 192.0.2.255 as the IP Address Range Start
entry and choose the required action. To block an IP address range, say 192.0.2.222 to
192.0.2.255, type 192.0.2.222 and 192.0.2.255 as the start and end IP address ranges

respectively.

Note 1: The IP address must be specified in IPv4 format between the range 0.0.0.0 and
255.255.255.255.

Note 2: If the defined IP ranges overlap to belong to both the categories (Review and Reject), then
the action Reject overrides Review.

IP Address Range Start IP Address Range End Action
172.17.78.79 s O Review® @ Reject @ @

®172.17.78.72
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Field Description
IP Address Range Start The first IP address in the range to be blocked.
IP Address Range End The last IP address in the range to be blocked.
Action The action you want to perform on the IP range.

Valid options are:

= Review — IP ranges with this status are manually reviewed
and either accepted or rejected.

= Reject — IP ranges with this status are rejected automatically.

If the specified IP addresses form a large range then the system displays a warning "The rule you
want to configure will apply to a very large number of IP addresses. Are you sure you want to add
this rule?". Click [OK] if you want to continue else click [Cancel].

1 Click the [Add] button. The IP Address Range Rules page re-displays with the updated current IP
address range rules list.

) Use the filter option to find an IP Address in a range or overlapping ranges, or to simply check if an IP Address is blocked
currently. Filtering enables you to easily find overlapping ranges, and delete them as required.

Filter Mode: Off

Select: All | None Filter Ranges by IP Address: | [Ge| | Clear (]
Delete |

Select Start End

D 10.0.0.0 10.255.255.255

D 172.17.78.72 172.07.78.79

D 192.168.1.1 192.168.1.1

l:‘ 192.168.1.1 192.168.255.255
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Reviewing Current IP Address Range Rules

How to review the current list of IP Address range rules

1

From the Main menu, select Risk Management > I[P Address Range Rules. The IP Address Range
Rules page displays. The Current IP Address Range Rules section displays a list of all currently
configured IP Address range rules in ascending order and their corresponding action status.

If the list of current IP Address Ranges exceeds 20 entries, pagination triggers which allows you to
navigate between multiple pages.

) Use the filter option to find an IP Address in a range or overlapping ranges, or to simply check if an IP Address is blocked

Select: All | None

currently. Filtering enables you to easily find overlapping ranges, and delete them as required.

Filter Mode: Off

Go Clear @

Filter Ranges by IPF Address:

Delete

Select Start End

I 10.0.0.0 10.255.255.255
" | 172.17.78.72 172.17.78.79

I 192.168.1.1 192.168.1.1

" | 192.168.1.1 192.168.255.255

To filter the list based on an IP Address or to find an IP address in a range or overlapping ranges:

1.

Enter the IP Address in the Filter Ranges By IP Address text box. Click [Clear] if you want to
clear the filter string. Clearing the filter repopulates the entire list of IP address ranges and
turns off the filter mode. Filter Mode: Off indicates that the filter option is not enabled on the IP

Address Ranges list.

You can also use the filter option to check if an IP range is blocked currently.

Click [Go]. Only IP ranges that match the filter criteria are displayed in the Current IP Address
Range Rules list. The IP ranges are sorted in ascending order.

Filter Mode:On indicates that the filter option is enabled on the IP Address Ranges list.

W} Use the filter option to find an IP Address in a range or overlapping ranges, or to simply check if an IP Address is blocked

currently. Filtering enables you to easily find overlapping ranges, and delete them as required.
Filter Mode:On

Select: All | None Filter Ranges by IP Address: 192.188.1.1 Go| | Clear | @
Delete

Select Start End Action

I:l 192.168.1.1 i92.168.1.1 Reject

I:l i92.168.1.1 1592.168.255.255 Reject

If you want to delete an IP address range, see Deleting an IP Address Range Rule. on page
105
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Deleting an IP Address Range Rule

How to delete an IP Address Range Rule

1 From the Main menu, select Risk Management > IP Address Range Rules. The IP Address Range
Rules page displays. The Current IP Address Range Rules section displays a list of all currently
configured IP Address Range rules and their corresponding action status.

If the list of current IP Address Ranges exceeds 20 entries, pagination triggers which allows you to
navigate between multiple pages.

2 Use the Filter Ranges By IP Address option to find an IP address in a range or overlapping
ranges. See Reviewing Current IP Address Range Rules. on page 104

a
W) Use the filter option to find an IP Address in a range or overlapping ranges, or to simply check if an IP Address is blocked

currently. Filtering enables you to easily find overlapping ranges, and delete them as required.
Filter Made:On

Select: All | None Filter Ranges by IP Address: [192.188.1.1 Clear | @
Delete%

Select Start End Action

192.168.1.1 192.168.1.1 Reject

192.168.1.1 192.168.255.255 Reject

3 Select the IP Address range you want to delete. You may use Select All/None options to
select/clear all the records.

4  Click the [Delete] button. A warning message displays, which alerts you about deleting IP ranges
that may occur in multiple IP ranges if overlapping IP ranges have been defined.

5 Click [Yes] if you want to proceed with the deletion of the selected IP ranges. Click [No] to cancel
the deletion.
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Configuring IP Country Rules

IP addresses can help in identifying the location of the card holder. Configuring IP Country Rules
enable you to block transactions originating from a pre-defined list of countries. You can also choose
to configure additional rules to block countries identified as using IPs from unknown countries or IPs of
anonymous proxies that mask the true origin of the request.

At the merchant level, you can configure countries to belong to three categories:

= No Action (processed normally)
= Review (processed or blocked manually)
= Reject (blocked automatically)

However, an MSO can configure countries to belong to only No Action and Reject categories.

Note: A country can belong to only one category at any given time.

Before you attempt to block countries, you must be aware of the prerequisites.
Prerequisite

To configure IP Country Rules, you must have May Configure Risk Rules operator privilege. See
Merchant Operator General Privileges.
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Adding an IP Country Rule

How to add an IP country rule

1 From the Main menu, select Risk Management > IP Country Rules. The IP Country Rules page
displays with three list boxes:

= No Action — lists countries you want to accept transactions from.

= Review — lists countries you want to mark for review before proceeding with the order.
Marking countries for review provides merchants with the flexibility to take a decision on
whether to process or reject a transaction from the specified country.

= Reject — lists countries you want to reject all transactions from.

Note: You cannot override the IP Country Rules configured by your MSO.

Unknown Country O o Action @ Review O Reject @

O Mo Action O Review @ Reject @

Anonymous Proxy

W) To sealect multiple countries, press Ctrl and select additional items. A country can belong to only one list at any given time.

@ Select: All | None ] (@ Select: All | None @ Select: All | None

China ~ Costa Rica Guatemala
Christmas Island Tajikistan Kuwait
Cocos Islands Tanzania Kyrgyzstan
Colombia

Comoros

Congo

Cook Islands

Cote d'lvoire

Croatia

Cuba

Cyprus

Czech Republic

Denmark

Djibauti

Dominica

Dorminican Republic

Ecuador

Egypt

El Salvador

Equatorial Guinea

Eritrea

Estonia

Ethiopia b

Move Selected Countries To: Move Selected Countries To: Move Selected Countries To:

I Rewview .. Reject | [ Mo Action Reject ] I Mo Action | Rewview |

!Savei

! Cancel
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2 Under Add an IP Country Rule section, choose the action you want to perform on unknown

countries and anonymous proxies.

Field

Description

Unknown Country

Anonymous Proxy

A country that’s not listed in Risk Manager or an IP address that
does not resolve to a valid country in Risk Manager.

For example, if country "Country A" is not listed in Risk Manager or
if the IP address for this country is updated to a new value in the
mapping list, by default, the transaction from this country will be
accepted. However, you may choose to review or reject the
transaction by selecting the Review or Reject option respectively.
Valid options are:

= No Action (default value) — an unknown country with this
status is processed normally.

= Review — an unknown country with this status is manually
reviewed and either accepted or rejected.

= Reject — an unknown country with this status is rejected
automatically.

IP address of a known anonymous proxy server. These addresses
have been identified to mask the true origin of the request.

For example, if IP address 172.17.78.25 belongs to an unknown
country and is routed through an anonymous proxy server such
that the actual IP address of the request is masked, then by default,
the transaction from this country will be accepted. However, you
may choose to review or reject the transaction by selecting the
Review or Reject option respectively.

Valid options are:

= No Action (default value) — an unknown country with this
status is processed normally.

= Review — an unknown country with this status is manually
reviewed and either accepted or rejected.

= Reject — an unknown country with this status is rejected
automatically.

1 To mark a country for review:

a) Select the country from either the No Action or the Reject list box.

b) Click [Review] button to move the country to the Review list box. If you want to undo your
action, select the country in the Review list box and click either the [No Action] or [Reject]

button.

Note: Press CTRL to select multiple items.

2 Toreject a country:

a) Select the country from the No Action or the Review list box.

b) Click [Reject] button to move the country to the Reject list box. If you want to undo your
action, select the country in the Reject list box and click either the [No Action] or [Review]

button.

Click [Save] button to save the IP Country Rule.

Click [Cancel] button if you want to exit the IP Country Rules page without saving any changes.
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Reviewing Currently Rejected IP Countries

How to review the current list of rejected countries

1

3 Select: All | None

[china ~

Christmas Island
Cocos Islands
Colombia
Comoros

Congo

Cook Islands
Céte dvoire
Croatia

Cuba

Cyprus

Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador

Egypt

El Salvadar
Equatorial Guinea
Eritrea

Estonia

| Ethiopia h

Move Selected Countries To:

Rewview Reject

Deleting an IP Country Rule

How to delete an IP Country Rule

1

& Select: All | None

From the Main menu, select Risk Management > IP Country Rules. The IP Country Rules page
displays. The Reject list box displays all countries from which transactions are rejected currently.
The countries marked for review are listed in the Review list box. Based on the merchant's review
decision, countries marked for review may result in proceeding with the order or cancelling the
order.

W To select multiple countries, press Ctrl and select additional items. A country can belong to only one list at any given time.

(@ Select: All | None

Cnsta Rica
Tajikistan
Tanzania

Move Selected Countries To:

Mo Action Reject

Cancel | | Save |

|Guatemala

Kuwait
Kyrgyzstan

Move Selected Countries To:

No Action || Rewiew

From the Reject list box, select the country for which you want to delete the IP Country Rule.

Note: Press CTRL to select multiple items.

Click the [No Action] button to move the country to the No Action list box.

Click [Save] button to process the IP Country Rule. All transactions from countries listed in the No
Action list box will be processed normally.

Note: You cannot override the IP Country Rules configured by your MSO.
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Configuring Card BIN Rules

The card Bank Identification Number (BIN) can help in identifying the location of the card issuer.
Configuring Card BIN Rules enable you to block or review transactions from a specific BIN or all BINs
within a range.

At the merchant level, you can configure Card BINs to belong to only two categories:

=  Review (processed or blocked manually)
=  Reject (blocked automatically)

Before you attempt to configure Card BIN rules, you must be aware of the prerequisites.
Prerequisite

To manage BIN blocking, you must have May Configure Risk Rules operator privilege. See Merchant
Operator General Privileges.

Adding a Card BIN Rule

How to add a BIN rule

1 From the Main menu, select Risk Management > Card BIN Rules. The Card BIN Rules page
displays.

Note: You cannot override the Card BIN Rules configured by your MSO.

2 In Add BIN Rule section, enter the following information to add a new range for blocking. You can
choose to block a single BIN or a BIN range. For example, if you want to block BIN 123456,
simply type 123456 as the BIN Range Start entry. To block a BIN range, say 111111 to 222222,
type 111111 and 222222 as the start and end BIN ranges respectively.

Note: The BIN must be six numeric characters in length and cannot start with zero.

BIN Range Start BIN Range End Action

* [245125 248125 + O Review® @Re;e:t@
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Field Description
BIN Range Start The first BIN in the range to be blocked.
BIN Range End The last BIN in the range to be blocked.
Action The action you want to perform on the BIN range.

Valid options are:

= Review — BIN ranges with this status are manually reviewed
and either accepted or rejected.

= Reject — BIN ranges with this status are rejected
automatically.

Note: If the defined BIN ranges overlap to belong to both the categories (Review and Reject), then
the action Reject overrides Review.

1 Click the [Add] button. The Card BIN Rules page re-displays with the updated current BIN rules
list.

| |

Select: All | None

Delete

Select Start End Action
] 245125 346125 Reject
" | 245678 245678 Review
1 400939 400939 Reject
I | 512345 512345 Review
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Reviewing Current Card BIN Rules

How to review the current list of BIN rules

1

From the Main menu, select Risk Management > Card BIN Rules. The Card BIN Rules page
displays. The Current BIN Rules section displays a list of all currently configured Card BIN rules in
ascending order and their corresponding action status.

If the list of current Card BIN ranges exceeds 20 entries, pagination triggers which allows you to
navigate between multiple pages.

Select: All | None

Delete .

Select Start End Action
] 245125 246125 Reject
] 345678 345678 Review
] 400939 400939 Reject
" 512345 512345 Review

Deleting a Card BIN Rule

How to delete a blocked BIN range

1

From the Main menu, select Risk Management > Card BIN Rules. The Card BIN Rules page
displays. The Current BIN Rules section displays a list of all currently blocked BIN ranges and their

corresponding action status.

If the list of current Card BIN ranges exceeds 20 entries, pagination triggers which allows you to
navigate between multiple pages.

Dielete k
Select Start End Action
345125 246125 Reject
345678 245678 Review
] 400939 400939 Reject
[ ] 512345 512345 Review

Select the BIN range you want to delete. You may use Select All/None options to select/clear all
the records.

Click the [Delete] button. A warning message displays, which alerts you about deleting BIN
ranges that may occur in multiple BIN ranges if overlapping BIN ranges have been defined.

Click [Yes] if you want to proceed with the deletion of the selected BIN ranges. Click [No] to
cancel the deletion.
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Configuring 3-D Secure Rules

3-Domain Secure™(3-D Secure or 3DS) is a protocol for authenticating cardholders, originally
developed by Visa but now also adopted by MasterCard and JCB. It uses a Directory Server to
determine whether the cardholder is enrolled for 3DS, then redirects the cardholder to an Access
Control Server (ACS) where the cardholder enters a previously registered 3DS password for
authentication. Authentication ensures that the card is being used by its legitimate owner.

A 3-D Secure transaction is performed immediately before a merchant performs a payment
transaction, that is, an Authorisation transaction in the Auth/Capture mode, or a Purchase transaction
in the Purchase mode. However, 3DS risk checks are applied only to transactions:

= that contain 3DS authentication data, namely, a standard 3-Party transaction; a 3-Party
transaction where the merchant supplies full card details, or a 2-party pre-authenticated
transaction, and

= transactions that are NOT blocked by the Payment Server at the system level due to a failed 3DS
authentication state. For example, a 3DS verification status of N (Authentication Failed) instructs
the Payment Server to block the transaction based on the default payment rule. In such a case,
risk assessment will not be performed on this transaction.

Configuring 3DS rules enable merchants to either accept or block any transaction based on the 3DS
authentication states. The authentication states are uniform across all authentication schemes and
acquirers.

You can configure 3DS authentication states to belong to four categories:

= No Action (processed normally)

= Always Accept (always processed normally)
= Review (processed or blocked manually)
Reject (blocked automatically)

However, an MSO can configure authentication states to belong to only No Action and Reject
categories.

Note: An authentication state can belong to only one category at any given time.

Before you configure 3DS rules, you must be aware of the prerequisites.
Prerequisite

To configure 3DS Rules, you must have:

= the May Configure Risk Rules operator privilege. See Merchant Operator General Privileges.

= the privilege to at least one 3DS authentication scheme, namely Verified by Visa, MasterCard
SecureCode, J/Secure, or American Express SafeKey. See Cardholder Verification in Merchant
Privileges. If you do not have this privilege, the 3DS Rules option does not appear in the Risk
Management submenu.

= the card type must support the 3DS authentication scheme.

= the merchant acquirer link must have authentication details configured for the 3DS authentication
scheme.

= the 3-party gateways privilege. See Gateways in Merchant Privileges.
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Adding a 3-D Secure Rule

How to add a 3DS rule

1 From the Main menu, select Risk Management > 3-D Secure Rules. The 3DS Rules configuration
page displays.

Note: Authentication states (X) - (W) are displayed only if "Use New 3DS Response Codes for
VPC/PC" privilege is enabled for your merchant profile.

Configure Clash Action

Action Taken When Risk Rules Result In Both "Always

Accept” And " Always Reject™.

Configure Authentication States

(¥)
(m)
(E)
()

(o)
(A)
(1
(%)
()
(v)
(E)
(W)

Authentication State

Card Holder Werified
Wearification Attermpted

Card Holder Mat Enralled
Undetermined

ACE Time Out

Directary Server Commmnunication Error
Internal Ertor - Enrolrent
Internal Error - Authentication
Authentication Undetermined
Invalid Enrollment Requast
Undeterrnined Invalid Request
Enrollment Undetermined

Enrollrnent Parse Error

220380l

O Alwavs Accept

Mo Action &

(OJOIOJOJOJONORONOJOLOROIO]

@ Always Reject @

Always
Accept

O

@ Review ® Reject®

CQCcO00COCO0 0
CQCcO00COCO0 0
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2 Inthe Clash Action section, select the action you want to perform when risk rules evaluate to both

"Always Accept" and "Always Reject". By default, the action is set to "Always Reject".

The Risk Management module evaluates rules based on the action associated with that rule. A

risk recommendation is a summation of all types of rules associated with a transaction inclusive of

the rules set at the MSO level. This risk result drives the final action performed on an order. For

more information, see Implications of Risk Recommendation.

Occasionally, these rules can clash when they evaluate to both "Always Accept" and "Always

Reject" and fail to determine the final action on the order. For example, if a card humber is listed

as a Suspect Card (Always Reject) and if the 3DS rule results in "Always Accept"” for an

authentication state, then the system encounters a rule deadlock requiring operator intervention to

break the deadlock. In such a case, the action set in the Clash Rule configuration page comes into
effect to determine the final action taken on the order.
3 Select the action you want to perform on the various 3DS authentication states. The following
table lists the authentication states and their descriptions.
Field Description

Card Holder Verified (Y) Indicates that the cardholder was successfully authenticated.

Verification Attempted (M) Indicates that the authentication could not be completed, but a
proof of authentication attempt (CAVV) was generated.

In some cases, a proof of authentication attempt can serve as a
substitute for actual authentication.

Card Holder not enrolled (E) Indicates that the cardholder is not enrolled in an authentication
scheme, namely Verified by Visa, MasterCard SecureCode,
J/Secure, or American Express SafeKey.

Undetermined (U) Indicates that the issuer ACS (Access Control Server) is not
responding and/or unavailable.

ACS Timeout (T) Indicates that the response was not received or a timeout occured
waiting for a response from ACS.

Directory Server Indicates that there was an error communicating with the Directory

Communication Error (D) Server during card holder enrollment check.

Internal Error - Enrollment (A) Indicates an internal system error during card holder enroliment
check.

Internal Error - Authentication Indicates that authentication was attempted but was unsuccessful.

() The possible reasons for failure are:
=  Authentication of Merchant ID and password to the Directory

Server failed.
= Error communicating with the Directory Server.

Authentication Undetermined Indicates that the Access Control Server returned an Enrollment

X) Status of "U".

Invalid Enrollment Request (Z) Indicates that the Directory Server returned an Enroliment Status of
"N" WITH an Invalid Request element. The Invalid Request
indicates that the Directory Server rejected the contents of at least
one field in the request, i.e., the request was invalid.

Undetermined Invalid Request Indicates that the Directory Server returned an Enroliment Status of

V) "U" WITH an Invalid Request element.

Enrollment Undetermined (B) Indicates that the Directory Server returned an Enroliment Status of
"U" WITHOUT an Invalid Request element
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Field Description

Enrollment Parse Error (W) Indicates that the system was unable to parse VERes received
from the Directory Server.

1 For an authentication state, select the:

= [No Action] button if you want a transaction returning the selected authentication state to be
processed normally.

» [Reject] button if you want a transaction returning the selected authentication state to be
blocked automatically.

= [Always Accept] button if you want a transaction returning the selected authentication state to
be always processed normally.

= [Review] button if you want a transaction returning the selected authentication state to be
marked for manual review.

2 Click [Save] button to save the 3DS Rule including the clash rule configuration. A success
message, "Your changes have been saved successfully”" displays.

3 Click [Cancel] if you want to exit the 3DS Rules configuration page without saving any changes.

Note: A 3DS risk result of "Always Accept" returns an Risk Recommendation of "Accept".

Reviewing Currently Rejected 3-D Secure Authentication States

How to review the current list of rejected 3DS Authentication States

1 From the Main menu, select Risk Management > 3-D Secure Rules. The 3DS Rules configuration
page displays.

Action Taken When Risk Rules Result In Both "Always

Accept” And "Always Reject”. () Alvays Accept () Alvays Reject @
Authentication State No Action®  Always Review @ Reject @
Accept

(¥) Card holder verifiad O]
(M) verification attempted
(e} card holder not enralled
(U) Undetermined

[T} ACS time out

(D) Directory Server communication error

(A) Internal error - enrclment

O
®
®
O
O
O
O
@)

Cancel Sawe

@ 8P e Qe
O00®©C0
@00 C0

(I} Internal error - authentication

The Reject column displays the authentication states for which transactions are rejected currently.
Note that "Always Accept" is enabled for the authentication state "Y-Card Holder Verified" only.
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Deleting a 3-D Secure Rule

How to delete a 3-D Secure Rule

1 From the Authentication State column, select an authentication state for which you want to
delete the 3DS Rule.

2 Select the [No Action] button to allow a transaction with the selected authentication state to be
processed normally.

3 Click [Save] button to save the 3DS Rule.
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Configuring AVS Rules

The Address Verification Service (AVS) is a security feature used for Card-Not-Present transactions. It
compares the card billing AVS data that the cardholder supplies with the records held in the card
issuer's database. Once the transaction is successfully processed and authorised, the card issuer
returns a result code (AVS result code) in its authorisation response message. The result code verifies
the AVS level of accuracy used to match the AVS data.

Note: The merchant can enforce the Card Holder name entry by enabling the Enforce Card Holder
Name entry for 3-party privilege in Merchant Manager.

Merchants are encouraged to:

= include shipping data on all shipments, and

= to use the 205-Byte format to include shipping data on all shipments,
even if Card member Billing and Ship-to addresses are identical, because this data enhances the
ability to assess risk.

Configuring AVS rules enable merchants to either accept or block any transaction based on the AVS
response codes. You can configure AVS response codes to belong to three categories:

= No Action (processed normally)

= Review (processed or blocked manually)

= Reject (blocked automatically)

However, an MSO can configure authentication states to belong to only No Action and Reject
categories.

Note: A response code can belong to only one category at any given time.

Before you configure AVS rules, you must be aware of the prerequisites.
Prerequisite

To configure AVS Rules, you must have:

= the May Configure Risk Rules operator privilege. See Merchant Operator General Privileges.

= the May Use AVS merchant privilege. See Cardholder Verification in Merchant Privileges. If you
do not have this privilege, the AVS Rules option does not appear in the Risk Management
submenu.

= (optional) the May Use Verification Only for AVS/CSC Risk Assessment privilege. Verification Only
allows the system to verify card holder information without performing a financial transaction.
Enabling this privilege allows you to process AVS rules before the financial transaction; disabling
the privilege processes AVS rules after the financial transaction. Any order rejected by the AVS
rule after the transaction is automatically reversed by the system.

Note: The acquirer must support Verification Only messages for verifying a card holder
successfully.
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Adding an AVS Rule

How to add an AVS rule

1 From the Main menu, select Risk Management > AVS Rules. The AVS Rules configuration page
displays.

AVS Response Code No Action @ Review @ Reject @
Exact match of 9 digit zip/postal code and street
(x) address G} O D
Exact match of 3 digit zip/postal code and strest
80 address @ O 'lr:‘-'
(A) Street address match anly (=) P s
(W) 9 digit zip/postal code match only @ C} D
{(Z) 5 digit zip/postal code match only G} {:} {:}
(8) Service not supported @ D D
(R} Issuer system unavailable (=) @ {:}
(U) Address unavailable, no data from Issuer @ {:} O
(N) Mo address or zip/postal code match G} {:} {:}
(E) Mot a mail/phone order O P &
(0) Address verification was not requested (=) P L
International transaction, address information
(<) unavailable @ D GI
International transaction, street address and
(D) postal code match G} {:} {:}
International transaction, street address and
(™) postal code match @ {:} O
International transaction, street address matc
| dd ki
(B) but postal code not verified due to incompatible G} {:} {:}
formats
International transaction, postal code match but
(P} street address not verified due to incompatible (=) & &
formats
International transaction, address not verified due
() to incompatible formats @ {:} {:}
(I} International transaction, address not verified O] P &
(K) Card holder name match only @ {:} {:}
Street add d tal cod tch, lies t
(F) reet address and postal code ma applies to ) ® ®

U.K. only

Cancel | | Save
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2 Select the action you want to perform on the various AVS response codes. The descriptions next
to the response codes indicate what the response codes mean.

3 For a response code, select the:

= [No Action] button if you want a transaction returning the selected response code to be
processed normally.

= [Reject] button if you want a transaction returning the selected response code to be blocked
automatically.

= [Review] button if you want a transaction returning the selected response code to be marked
for manual review.

4  Click [Save] button to save the AVS Rule. A success message, "Your changes have been saved
successfully" displays.

5 Click [Cancel] if you want to exit the AVS Rules configuration page without saving any changes.
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Reviewing Currently Rejected AVS Response Codes

How to review the current list of rejected AVS Response Codes

1 From the Main menu, select Risk Management > AVS Rules. The AVS Rules configuration page
displays.

[

(x)
(¥)
(A)
(wr)
(z)
(=)
(R)
(u)
(N)
(E)
(o)
(s)
(D)
(M)

(B}

(P}

(cl
(1)
(K)
(F)

AVS Response Code
Exact match of & digit zip/postal code and street
address
Exact match of 5 digit zip/postal code and straet
address

Street address match only

9 digit zip/postal code match only

5 digit zip/postal code match only
Service not supported

Issuer system unavailable

Address unavailable, no data from Issuer
No address or zip/ postal code match

Not a mail/phone order

Address verification was not requested

International transaction, address information
unavailable

International transaction, street address and
postal code match

International transaction, strest address and
postal code match

International transaction, street address match
but postal code not verified due to incompatible
formats

International transaction, postal code match but
street address not verified due to incompatible
formats

International transaction, address not verified due
to incompatible formats

International transaction, address not verified

Card helder name match only

Street address and postal code match, applies to
U.K. only

No Action @

¢|ele|el| ¢ |0 |0 CHO|[Cle[ele | els |66 6]O O

Cancel Sawve

Review @ Reject @

¢|eleell ¢ | el|le ele |e]le ele|e]o[OH0[O]e e
ojojofoll ¢ Boil o el e [elololo[ofefele | e]e e

By default, the AVS response codes are set to No Action.
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Deleting an AVS Rule

How to delete an AVS Rule

1 From the AVS Response Code column, select a response code for which you want to delete the
AVS Rule.

2 Select the [No Action] button to allow a transaction with the selected response code to be
processed normally.

3 Click [Save] button to save the AVS Rule.

Configuring CSC Rules

The Card Security Code (CSC) is a security feature for Card-Not-Present transactions. It is also known
as also known as CVV(Visa), CVC2(MasterCard) or CID/4DBC(Amex) or CVV2.

It compares the Card Security Code on the card with the records held in the card issuer's database.
For example, on Visa and MasterCard credit cards, it is the three digit value printed on the signature
panel on the back following the credit card account number. For American Express, the number is the
4 digit value printed on the front above the credit card account number.

Once the transaction is successfully processed and authorised, the card issuer returns a result code
(CSC result code) in its authorisation response message. This verifies the CSC level of accuracy used
to match the card security code.

Configuring CSC rules enable merchants to either accept or block any transaction based on the CSC
response codes. You can configure CSC response codes to belong to three categories:

= No Action (processed normally)

= Review (processed or blocked manually)

= Reject (blocked automatically)

However, an MSO can configure authentication states to belong to only No Action and Reject
categories.

Note: A response code can belong to only one category at any given time.

Before you configure CSC rules, you must be aware of the prerequisites.
Prerequisite

To configure CSC Rules, you must have:

= the May Configure Risk Rules operator privilege. See Merchant Operator General Privileges.

= the May Use CSC merchant privilege. See Cardholder Verification in Merchant Privileges. If you
do not have this privilege, the CSC Rules option does not appear in the Risk Management
submenu.

= (optional) the May Use Verification Only for AVS/CSC Risk Assessment privilege. Verification Only
allows the system to verify card holder information without performing a financial transaction.
Enabling this privilege allows you to process CSC rules before the financial transaction; disabling
the privilege processes CSC rules after the financial transaction. Any order rejected by the CSC
rule after the transaction is automatically reversed by the system.

Note: The acquirer must support Verification Only messages for verifying a card holder
successfully.
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Adding a CSC Rule

How to add a CSC rule

1 From the Main menu, select Risk Management > CSC Rules. The CSC Rules configuration page
displays.

CSC Response Code No Action'® Review @ Reject @
(M) C5C match (=)
(5) CSC not present on card O @ )
{(U) Issuer is not certified for CSC processing {E} {:} O
(N) Mo CSC match (=) & @
(P) Mot processed = & )
Cancel Save

2 Select the action you want to perform on the various CSC response codes. The following table
lists the response code and their descriptions.

Field Description

(M) CSC Match Indicates a valid or matched CSC.

(S) CSC Not Present on Card Merchant indicates that the CSC is not present on card.

(V) Issuer is Not Certified for Indicates that the card issuer is not registered and/or certified.
CSC Processing

(N) No CSC Match Indicates that the CSC is invalid or not matched.

(P) Not Processed Indicates that the CSC was not processed.

1 For aresponse code, select the:

= [No Action] button if you want a transaction returning the selected response code to be
processed normally.

= [Reject] button if you want a transaction returning the selected response code to be blocked
automatically.

= [Review] button if you want a transaction returning the selected response code to be marked
for manual review.

2 Click [Save] button to save the CSC Rule. A success message, "Your changes have been saved
successfully" displays.

3 Click [Cancel] if you want to exit the CSC Rules configuration page without saving any changes.
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Reviewing Currently Rejected CSC Response Codes

How to review the current list of rejected CSC Response Codes

1 From the Main menu, select Risk Management > CSC Rules. The CSC Rules configuration page
displays.

CSC Response Code No Action'® Review ® Reject @
(M) C5C match O
(5) CS5C not present on card & 0 L
{U) Issuer is not certified for CSC processing {:} @ {:}
(N) Mo CSC match & & O
(P} Mot processed ) i O

Cancel Save

The Reject column displays the response codes for which transactions are rejected currently.
Note that response code "(M) CSC Match" has "Review" and "Reject" actions disabled.

Deleting a CSC Rule

How to delete a CSC Rule

1 From the CSC Response Code column, select a response code for which you want to delete the
CSC Rule.

2 Select the [No Action] button to allow a transaction with the selected response code to be
processed normally.

3 Click [Save] button to save the CSC Rule.

Searching for Orders Based on Risk
Recommendation

The Risk Management module enables you to search for orders based on the risk assessment results.
See Order Search. You can also view the Risk Assessment Details for individual orders in the Order
Response and Order Details.
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